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1. About the PowerSync Device Analyzer Instruments 

1.1. The PDA-600 Family 

The PDA-600 Powered Device Analyzer has been designed to enable comprehensive testing of Power-over-Ethernet 

(PoE) Powered Devices (PD).  The PDA-602 supports 2-pair testing of IEEE 802.3at conforming PDs. The PDA-604 

supports 4-pair and 2-Pair PD testing including 802.3at and 802.3bt conforming PDôs. 

 

PDA-602 ï supports 2-pair testing, Type 1 and Type 2 (optional - see section 1.5) PDs 

PDA-604 ï supports 4-pair and 2-pair testing, Type 1, Type 2, Type 3, and Type 4 (optional - see section 1.5) PDs 

1.2. Reference Manual Conventions 

All references to PDA-600 in this manual cover instrument features that are common to all members of the PDA-600 

family including the PDA-602A, PDA-602B, and PDA-604A.   References to PDA-604 in this manual are pertinent to 

the PDA-604A. 

1.3. Application 

1.3.1. Power-over-Ethernet PD Testing with PDA-600 Instruments 

The PDA-604 is designed to test IEEE 802.3bt  and 802.3at Powered Devices (PDôs).  PDôs are generally devices 

which receive DC Power from Ethernet Power Sourcing Equipment (PSEôs), typically endspan switches and routers or 

midspan injectors that deliver DC Power superimposed on 10/100/1000BaseT and Multi-Gig LAN connections.    

 

PDA-600 instruments must mimic, under program control, certain attributes and states of Power Sourcing Equipment 

(PSEôs) while also performing measurements on Power-over-Ethernet-related signals and power levels.   Additionally, 

with the advent of IEEE 802.3 PoE LLDP protocols, PDA-604 test ports can be optionally configured to flexibly 

emulate layer 2 PoE LLDP protocol behaviors used to negotiate for power  and to aid in power management with newer 

generation endspan PSEôs. 

1.4. Standard Features 

PDA-600 test instruments from Sifos Technologies have standard features that include: 

 

¶ An instrument controller  with embedded controller firmware and a High Speed USB control port.  The instrument 

controller supports a single user connection. 

¶ One RJ-45 port labeled ñPDò that should connect to a device-under-test (DUT). 

¶ A second RJ-45 port labeled ñLANò that may be used to pass network traffic to and from the DUT.  

¶ Host computer software (ñPDA Softwareò) to operate the test instrument consisting of a graphical user interface, 

PDA Interactive, an interactive script automation shell, PowerShell PDA, and a binary Application Programming 

Interface (API ) Library that can be used from any language capable of calling Win32 API functions. 

¶ PDA-600 software is supported on Microsoft Windows platforms including Win10, Win8, Win7, Windows Vista, 

and Windows XP SP2. 

¶ PowerShell PDA Software includes Tcl/Tk  scripting language. 

 

PDA-600 test instruments are exclusively controlled using the USB control port.  A low level proprietary protocol is 

utilized by PDA-600 host-based software to communicate with PDA-600 test instruments.   There is no support for a 

text-based Command Line Interface (CLI) on the USB control port.   A PowerShell PDA Tcl Console is the only CLI 

supported by the instrument.  

 

Up to 8 PDA-600 Instruments may be connected simultaneously to a single host, but only one instrument can be 

controlled at a time. 
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1.5. Optional Features 

The following features are optional, and can be licensed when the instrument is purchased or licensed later at the end 

userôs location.  Note that certain features require other features to be licensed as prerequisite features. 

 
Feature/Option PDA-602 PDA-604 Description 

Type-2 PDA-602-TYPE2 Standard  Enable Type-2 (25.5W) PD Powering and Analysis Using 
2-Event Classification.   

Enable Type-2 PD testing (excluding LLDP cases) by the 
802.3at PD Conformance Test. 

802.3at PD 
Conformance 
Test 

PDA-602-CT-AT 

 

PDA-604-CT-AT Enable Automated PD Conformance Testing of 802.3at 
PDôs including Type-1 PDôs and Type-2 PDôs if Type-2 
feature is licensed.   

Enable Streaming Traces and the PD Load Monitor for 
Type-1 PDôs and and Type-2 PDôs if Type-2 feature is 
licensed.   

LLDP Emulation 
for 802.3at 

PDA-LLDP-AT PDA-LLDP-AT Enable PD Powering and Analysis Using 802.3at LLDP.    

Enable 802.3at LLDP testing in the 802.3at PD 
Conformance Test.   

Requires Type-2 feature license. 

4-Pair Powering Not Available Standard Enable 4-Pair PD Powering up to over 100 watts along 
with 1, 2, or 3 Event Classification. 

Type-3/4 Not Available PDA-604-TYPE34 Enable 802.3bt  4 and 5 Event Classification Required to 
Power and Test Class 5-8 and Class 5 (Dual) PDôs. 

Enable Type 3/4 Streaming Traces and Load Monitor if 
the 802.3at PD Conformance Test feature is licensed.  

802.3bt PD 
Conformance 
Test 

Not Available PDA-604-CT-BT 

 

Enable Automated PD Conformance Testing of 802.3bt 
PDôs including Type-3 PDôs and Type-4 PDôs.   

Requires the 802.3at PD Conformance Test license and 
the Type-3/4 feature license.  

LLDP Emulation 
for 802.3bt 

Not Available PDA-LLDP-BT Enable Type-3 and Type-4 PD Powering and Analysis 
Using 802.3bt LLDP.    

Requires LLDP Emulation for 802.at Feature. 

 

PDA-600 features can be inspected using PDA Interactive (see section 4.9.3) or PowerShell PDA (see section 7.2.2).  

Optional features may be purchased and then enabled by users with instrument-specific key codes provided by Sifos 

Technologies. 
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2. IEEE 802.3 PoE Technology Overview 
The 802.3af specification was originally conceived to create an environment whereby Powered Devices (PDôs) from 

numerous different manufacturers could be interconnected to Power Sourcing (inter-networking) Equipment (PSE) 

including switches, routers, and hubs produced by many different networking equipment manufacturers.   Such devices 

included IP telephones, wireless access points, and digital security cameras that could operate with 13 watts or less 

power.   The interoperability created by 802.3af led to lower cost and higher proliferation among both the sourcing 

equipment and the networked PDôs.  PDôs no longer required DC power supplies and could be installed in a variety of 

locations without the need for running an electrical service. 
 

The basic features of IEEE 802.3af (802.3 clause 33, 2004) PoE were: 
 

¶ 48V DC Supply to PDôs 

¶ Guaranteed 13 Watts of Power Consumption per network connection (PD and cabling) 

¶ Power Sourcing from both ñEnd-Pointò switches/routers as well as ñMid-Spanò power ñadderò devices. 

¶ Safety ñinterlocksò to prevent powering when no PDôs are connected and to assure prompt power removal when 

PDôs are disconnected as well as to limit DC current flow at all voltage levels. 

¶ Physical layer mechanism for PSEôs to characterize power demands of individual PDôs and thus manage power 

delivered per port. 

2.1. IEEE 802.3at Enhancements 

The 802.3at specification (ratified in 2009, 802.3 clause 33) both replaced and expanded upon 802.3af in several key 

areas: 
 

¶ Enabled higher power Type-2 PDôs such as wireless access points, panning security cameras, video phones, and 

audio appliances requiring continuous power to 25.5 watts at distances up to 100M from the PSE.   Type-2 PSEôs 

furnish at least 30.0 Watts at the PSE output. 

¶ Provided full backward compatibility and interoperability to existing Type-1 802.3af compliant PSEôs and PDôs. 

¶ Enabled all PSEôs, including midspan injectors, and all PDôs to support 1000BaseT data links. 

¶ Minimized cost increases for PSE ports and PD equipment so that services requiring more than 13 watts were 

economically viable. 

¶ Improved potential power management granularity through a datalink protocol (LLDP) allowing Type-2 PSEôs to 

more effectively distribute a shared DC power supply. 

¶ Resolved well known issues of specification clarity inherent in the 802.3af specification. 

 

802.3at defined all PSEôs as either Type-1 or Type-2.   Any PSE developed strictly to the original IEEE 802.3af 

specification was a Type-1 PSE.   PSEôs that deliver at least 30 Watts per port must be Type-2 PSEôs.  Many of the 

802.3at specifications were divided according to Type-1 versus Type-2 PSEôs.   However, 802.3at allowed Type-1 

PSEôs to evolve in ways that gained many of the IEEE 802.3at feature enhancements described above even if they 

continue to limit minimum output power to the 15.4 watt range. 

2.2. IEEE 802.3bt Enhancements 

The 802.3bt specification (ratified in 2018 as 802.3 clause 145) is a new and separate specification from IEEE 802.3at.   

 

IEEE 802.3at (and 802.3af before it), restricted the delivery of PoE power to just two of the four wire pairs found in a 

Category 5 or 6 LAN cable.   However, prior to the release of the 802.3at standard, cabling standards bodies (EIA/TIA, 

ISO) had determined that Cat 5 and 6 LAN cable could safely support up to 600mA of continuous current flow on the 

unused wire pairs (or pairsets) in a LAN cable meaning that if all four wire pairs were used for power delivery, PDôs 

could safely draw up to 51 watts instead of 25.5 watts. 

 

Why did 802.3at not take advantage of this option?  Going back to 802.3af, PDôs were required to operate from a two 

wire pair power source in order to accommodate older wiring systems that only provided two wire pairs for data.  

Further, those PDôs had to be designed to accept the power on the 10/100Base-T data pairs (pairset A) or the 

10/100Base-T spare pairs (pairset B), and to accept the power in either polarity so that crossover patch cabling or 

system wiring did not disturb the delivery of PoE power.   To retain backward compatibility, 802.3at retained the same 

requirement at the PD interface.  PDôs therefore implemented full-wave bridging circuits to accept power from either 

pairset A or pairset B in either positive or negative polarity. 
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This typical design of a PD created significant complications if power were to suddenly appear on all four wire pairs, 

that is both pairset A and pairset B.   Fundamentally, there was no way to assure that the DC current would ever split 

evenly between the two pairsets as there was nothing in the PoE system that would regulate that behavior.   For this 

reason, 4-pair powering was abandoned during the development of the 802.3at standard. 

 

Besides the delivery of more power, a second key advantage of 4-pair PoE is the reduced power lost in cabling.   Using 

four wire pairs rather than two wire pairs reduces total end-to-end electrical resistance by a factor of two meaning the 

I2R loss is also reduced by at least a factor of two.   So if 13W or 25.5W PDôs could operate from 4-pair power, total 

system power consumption is reduced. 

 

IEEE 802.3bt tackled the whole issue of 4-Pair powering through a combination of new requirements for 802.3bt 

compliant PSEôs, 802.3bt PDôs that draw more than 25.5 watts, and LAN cabling systems.  802.3bt allowed for twice as 

much power delivery as was available under 802.3at given no impact to installed cabling plants.  PSEôs and PDôs that 

support up to 51 watts at the PD are referred to as Type-3 devices.    

 

Further, 802.3bt enabled even higher power services whereby PDôs could receive up to 71.3 watts from PSEôs that 

furnish 90 watts on their outputs.  PSEôs that support 90W and PDôs that draw more than 51W are referred to as Type-4 

devices.   Implementation of PoE systems using Type-4 equipment requires certain constraints that must be applied to 

cabling plants.   These constraints involve the type of LAN cable used (e.g. electrical insulation properties) and 

limitations on the way cables are bundled when running through ceilings and walls.  In North America, installations of 

Type-4 systems may require compliance to new electrical codes (NEC) and associated inspections. 

 

The key features of the 802.3bt specification are: 

 

¶ 4-Pair Powering up to 71.3W at the PD and 90W at the PSE.  (Actually, the standard allows for systems where 

PDôs could, under controlled circumstances, draw up to 90W). 

¶ Full backward compatibility with 802.3at, and therefore, with 802.3af equipment, both PSEôs and PDôs. 

¶ Full range of PD classifications including 3.8W (class 1), 6.5W (class 2), 13W (class 3), 25.5W (class 4), 40W 

(class 5), 51W (class 6), 62W (class 7) and 71.3W (class 8). 

¶ Full range of PSE powering capability including 2-Pair powering from 4W up to 30W and 4-Pair powering from 

4W up to 90W. 

¶ The requirement that all PSEôs support powering to maximum supported PD class using Multi-Event 

Classification.   Unlike 802.3at, using LLDP to negotiate up from initial grant is not permitted. 

¶ Extensions to the PoE datalink (LLDP) protocol to enable more refined power management by system PSEôs. 

¶ Implementation of a very low power ñsleep modeò where PDôs can remain powered while drawing negligible 

power from a PSE.  This is a key feature to LED lighting systems that operate from PoE power. 

¶ An alternative ñdual signatureò PD front-end architecture where in essence, a PD can be operated as two PDôs, one 

powered by each pairset. 

¶ An alternative PD power classification scheme, ñautoclassò, that also allows very refined power management by a 

system PSE without relying on datalink protocols.   This also is a feature aimed at LED lighting systems. 

¶ Support of 2.5GBase-T, 5GBase-T, and 10GBase-T data links carrying PoE power. 

 

802.3bt opened the doors to many future applications of Power-over-Ethernet, most 

notably lighting systems, large panel displays, wireless microcells, higher power 

wireless LAN access points and controllers, and IOT components. 

2.3. The Power Connection 

Balanced wire pairs in LAN cables carry high speed differential electrical signals 

used by 10/100/1000/MG-Base-T communications links.  From their inception, 

Ethernet interfaces have been designed to work over distances of up to 100 meters. 

 

In order to assure electrical isolation between equipment and also from electrical 

disturbances appearing on long cabling runs, Ethernet ports include isolation 

transformers on each wire pair.   This enables the insertion of DC voltage and 

current in common mode to each wire pair meaning that both conductors of the wire 

pair experience the exact same DC voltage and share 50% of the DC current.   

Insertion of voltages and extraction of currents is performed using the primary coil 

center taps of the Ethernet transformers.   So long as the center taps are truly 

ñcenteredò, the addition of the DC power has no impact to the integrity of the high 

speed LAN signaling. 

 Figure 2.1  PSE Connection 
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Figure 2.1 depicts a typical PSE interface.   A 2-Pair (e.g. 802.3at) PSE would be 

represented by the top half of this figure.  A 4-Pair PSE would encompass the 

entire figure.   The diagram includes two voltage sources in the 4-Pair PSE 

because typically, 4-Pair PSEôs can independently connect each voltage source to 

each pairset and also, typically, the ñswitchedò side of the voltage source is the 

negative, or low side.  

 

Unlike PSEôs, PDôs are always ñ4-Pairò devices because going back to the 

802.3af specification, PDôs needed to receive power on either pairset in either 

polarity.   Figure 2.2 demonstrates a typical PD physical interface (PI) whereby 

all four wire pairs are combined through full wave diode bridges to serve the PD 

power load.   In 802.3bt terms, this PI represents a single signature PD because 

the bridge outputs are combined and do not serve separate, independent loads.   

802.3bt also describes dual signature PDôs where the diode bridges are not 

combined but rather 

are wired to separate, 

independent loads 

much as if the PD was 

really two PDôs, one 

connected to each 

pairset.  Dual 

signature PDôs are generally not common. 

2.4. Pairset Terminology & Polarity 

A pairset consists of one wire pair that sources current from the PSE to the PD and one wire pair that returns current 

from a PD to the PSE.  On the PSE side of the link, pairsets are referred to as Alternative A (Alt -A) and Alternative B 

(Alt -B).   A 2-Pair 802.3at or 802.3bt PSE will source power on just one pairset, Alt-A or Alt-B.   A 4-Pair 802.3bt PSE 

will source power on both pairsets Alt-A and Alt-B. 

 

The Alt -A pairset refers to the same two wire pairs used to transmit data in 10/100Base-T links.  The Alt -B pairset 

refers to the wire pairs not used in 10/100Base-T links.  2-Pair PSEôs compliant to 802.3at and 802.3bt may source 

power on either pairset.   In terms of TIA-568 wire pairs, Alt-A consists of wire pairs 2 (orange) and 3 (green) while 

Alt -B consists of wire pairs 1 (blue) and 4 (brown). 

 

On the PD side of the link, pairsets are referred to as Mode A and Mode B.   These are each identical to Alt-A and Alt-

B on the PSE side of the link.    

 

Each pairset provides voltage and current to the PD in either a positive polarity or a negative polarity, thus necessitating 

the full wave bridges in the PD PI (see Figure 2.2).  The Alt-A pairset is said to be in an MDI  polarity when the 

positive voltage is on wire pair 2 and the negative voltage is on wire pair 3  (see Figure 2.3).   Conversely, Alt-A is in 

an MDI -X polarity when the positive voltage is on pair 3 and the negative voltage is on pair 2.   The same applies for 

the Alt-B pairset where MDI  means positive voltage on pair 1 and negative voltage on pair 2 while MDI -X means 

positive voltage on pair 4 and negative voltage on pair 1.   

 

In practice, many 2-Pair PSEôs are configured to Alt -A, MDI -X and many 4-Pair PSEôs are configured to Alt -A, MDI -

X combined with Alt -B, MDI .   

 

802.3bt requires Type-4 PSEôs to be configured as Alt-A, MDI-X and Alt-B, MDI.  Older 802.3af mid-span PSEôs 

were required to power on Alt -B  with MDI only, however, that restriction was lifted under the 802.3at standard when 

midspan PSEôs needed to support 1000Base-T (4-pair LAN) connections.; 

2.5. Basic PoE Processes 

PoE power is entirely managed by PSEôs.  PSEôs are responsible for: 

 

¶ Discriminating Powered Devices from other devices that might be damaged if PoE voltages were applied 

¶ Assessing the basic power requirements of a newly connected PD 

¶ Supporting surge (or inrush) power required to start up a PD 

¶ Conducting PoE link-layer (LLDP) mutual discovery and power negotiation 

¶ Supporting spurious peak power demands from a PD 

¶ Reacting to PDôs that are drawing more power than they should  

¶ Supporting surge power demands from a PD when PSE power sources are replaced by back-up power sources 

Figure 2.2 PD Connection 

Figure 2.3 PSE Pairsets 
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¶ Supporting unbalanced load currents between pairsets when powering 4-pair to single signature PDôs 

¶ Limiting maximum possible current in the event of short circuit in order to protect the PSE power supply and to 

limit cable heating or sparking 

¶ Reacting to PDôs that have been disconnected by removing power before another device can be plugged into the 

PSE port. 

 

The following sections will address these PoE behaviors with associated responsibilities of the PSE and the PD. 

2.6. PD Detection Processes:  Discriminating PDôs from non PDôs 

A PoE enabled PSE port provides a low power signaling mechanism that constantly monitors for an 802.3 Powered 

Device (PD) to appear at the end of the LAN cable.   If a non-powered network device is connected, the PSE port can 

function just as would a non-PoE port and link to the networked device.   However, if an 802.3 PD is connected, the 

PSE port will quickly recognize this and begin the process of powering up the PD. 

 

The primary means of detection is a measurement of PD PI electrical resistance performed by the PSE port.  802.3at 

and 802.3bt specify that compliant PDs will present a load resistance between 23.7KW and 26.3KW that when measured 

at the PSE is between 19 KW and 26.5 KW given an input voltage under 10 VDC.  They further specify that the method 

of resistance measurement shall allow for an unknown voltage drop up to 2.8 volts associated with one or more diode 

junctions in series with this load resistance.  This implies that ñACò resistance must be determined from a [DV / DI] 

measurement performed at 2 (or more) voltage levels and that the minimum detection voltage must be at least 2.8 VDC.    

 

Some of the relevant specifications affecting the detection process are: 

 

Characteristic Minimum  Maximum Units 

Unterminated (Open Circuit) Detection Voltage  30  VDC 

Terminated Detection Voltages given Valid Signatures 2.8 10 VDC 

Detection Current Limit (compliance)  5 mA 

[DV /  DI ] Voltage Step 1 7.2 VDC 

Maximum Acceptable Load Resistance 26.5 33 KW 

Minimum Acceptable Load Resistance 15 19 KW 

Maximum Acceptable Load Capacitance 0.15 10 mF 

Slew Rate of Voltage Step  0.1 V / msec 

Detection Duration  500  mSec 

Detection Backoff (following unsuccessful detection) 

(does not apply to End-Span PSEôs) 

2  Sec 

 

 

It should be noted that despite the various requirements 

described for PD Detection signaling in the 802.3 

specification, there is considerable room for design 

variation and that in practice, detection pulses and 

detection measurement schemes do vary significantly 

across PSE interface technologies.   The 802.3 PoE 

standards do not prohibit the use of complementary 

schemes that might improve detection accuracy and 

speed while also reducing risk of possible damage to 

non-PoE capable end station equipment.  

 

Figure 2.4 demonstrates some of the range of signaling 

characteristics that might be observed from 802.3at and 

802.3bt PSEôs.   In truth, the range of options including 

number of detection current-voltage steps, use of 

voltage versus current sourcing, and use of low voltage 

pre-detection scheme is really unlimited with the one exception that detection must complete in 500msec and that a 

subsequent decision to apply power must be completed in 400msec or less. 

 

The 802.3bt standard adds a separate phase of PD qualification and characterization referred to a connection check.  

The sole function of this PSE ñmeasurementò is to allow a 4-Pair PSE to determine if the PD is a single signature or a 

dual signature PD, or neither.  4-Pair PSEôs manage single signature PDôs differently from dual signature PDôs so this 

is an essential part of the detection process.   In developing the 802.3bt standard, participants deliberately decided to 

only put a vague description to the connection check process stating that it must function in the same voltage range as 

Figure 2.4  802.3 PoE Detection 
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PD detection and that, like PD detection, it must be 

completed within 400 msec of a decision to apply power.   

This essentially allows vendors of integrated PSE 

controllers to do their own thing regarding connection 

check. 

 

Figure 2.5 depicts the basic concept of 802.3bt PD 

connection check where during the process, signaling is 

applied simultaneously to both pairsets and some form of 

measurement is done to determine if the presence of a 

single signature PD is causing an interference of some sort 

between the respective pairset signals.    

 

As an example, if both pairsets inject an equal current 

source to a single signature PD, the voltage appearing will 

be a function of the combined currents and the ~25KW PD detection resistance.  Conversely, if this same source is 

applied to a dual signature PD, the voltage appearing on each pairset will be approximately half because each current 

source experiences its own ~25KW load.   This is the basic concept of connection check. 

2.7. PD Classification ï 802.3at 

802.3at specification allows for PDôs to communicate their power demands to a PSE port via a classification process.   

From the perspective of a PSE port, PDôs can be classified as follows: 

 

PSE Type Classification Guaranteed Power 

at PSE Output 

Minimum Power 

at PSE Output 

Units 

Type-1 Class 0 15.4 ~ 0.5  Watts 

Class 1   4.0 ~ 0.5 

Class 2   7.0 ~ 4.0 

Class 3 15.4 ~ 7.0 

Type-2 Class 4 30.0   ~ 15.4 

 

A Type-1 PSE has the option not to classify the PD in which case the PD must be assumed to require Class 0 power. 

 

Classification is performed by applying a voltage in the band from 15.5V to 20.5V and measuring the fixed DC current 

load presented by the PD.  The magnitude of measured current is then translated into a classification as follows: 

 

Minimum Current  Maximum Current  Units Classification PD Type 

0 5 mA Class 0 Type-1 

8 13 mA Class 1 Type-1 

16 21 mA Class 2 Type-1 

25 31 mA Class 3 Type-1 

35 45 mA Class 4 Type-2 

 

The PSE is free to make decisions regarding current measurements that fall between the above bands.   Classification 

must be completed in 75 mSec, so typically classification involves a short duration pulse with amplitude between 15.5 

and 20.5 Volts.  A ñsingle-eventò class pulse (see Figure 2.6) may return to zero or may hold its value (or anything in 

between) following completion of classification. 

 

The 802.3at 

specification requires 

that all compliant PSEôs 

perform classification 

and it adds an expanded 

classification 

measurement option that 

allows PSEôs to ñsignalò 

their 82.3at Type-2 

power capability to a 

powered device while 

reading the power 

demand of the powered 

Figure 2.5  802.3bt Connection Check 

Figure 2.6  PD Classification under the 802.3at Specification 
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device.  The ñ2-eventò classification (see Figure 2.6) involves 2 successive classification current measurements 

separated by a ñmarkò region.   The 802.3at Type-2 PD must be capable of discharging the class voltage in order to 

ñseeò this mark region and thereby detect the presence of an 802.3at capable PSE.  The 2-event classification cannot 

ever drop below 2.8V, or the PD will reset and forget that the PSE is Type-2 power capable. 

 

Type-2 PSEôs may use either single-event or 2-event PD classification.   Those that use single event method are 

required to us MAC layer LLDP protocol to negotiate power with a Type-2 PD following initial PD power-up.  See 

Section 2.10 below for more information concerning LLDP PD power classification. 

2.8. PD Classification ï 802.3bt 

The 802.3bt specification significantly extended the model of 2-Event classification so that PSEôs and PDôs could 

signal new classification bands that relate to power levels above Type-2 (Class 4).  As with 802.3at, classification is a 

process that follows PD detection and precedes PSE powering of the PD. 

 

802.3bt introduced nine new PD classifications, four that pertain to single signature PDôs and five that pertain to dual 

signature PDôs.  802.3bt also retained 803.2at PD classifications 1-4.   As with 2-Event classification in 802.3bt, the 

count of classification pulses represents the method by which a PSE authorizes power levels to a PD. 

 

The following table describes the 13 possible PD classifications described in the 802.3bt specification. 
 

PD Signature 

Type 

Classification PSE Output Power* PD Input Power Units 

Single Class 1 4.0 3.94 Watts Total on  

2-Pairs or 4-Pairs Class 2 7.0 6.5 

Class 3 15.4 13.0 

Class 4 30.0 25.5 

Class 5 45.0 40.0 Watts Total on  

4-Pairs Class 6 60.0 51.0 

Class 7 75.0 62.0 

Class 8 90.0 71.3 

Dual Class 1 (D) 4.0 3.94 Watts per Pairset 

Class 2 (D) 7.0 6.5 

Class 3 (D) 15.4 13.0 

Class 4 (D) 30.0 25.5 

Class 5 (D) 45.0 35.6 

 

Unlike 802.3at, 802.3bt requires that 

classification currents drawn by the 

newer classes of PDôs change after 

the first two events are completed.   

The change in class current then 

encodes information regarding the 

power the PD demands.  This 

difference enables 802.3bt PSEôs to 

differentiate between 802.3at PDôs 

where the classification signature 

never changes after the second class 

event and 802.3bt PDôs where that 

signature always changes. Figure 2.7 

diagrams the relationship between 

PSE voltage and PD current draw 

during a 4-Event classification 

sequence.    

 

*  PSE output power is actually 

dependent on PSE output voltage. 

Higher voltage PSEôs can deliver the 

same power to the PD with PSE 

output power less than shown in the 

table.   Table values are based on 

PSEôs with minimum output voltage. 

Figure 2.7  PD Classification under the 802.3bt Specification 
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As with PD detection, a single signature PD can be probed on either the Alt-A or Alt-B pairset and will produce the 

same classification signature.   A dual signature PD must be probed on both pairsets, Alt-A and Alt-B, independently 

and may possibly produce different signatures on each pairset.   

 

As stated above, the classification current sequence across three to five classification events, or pulses, encodes the 

power demand of the single signature PD and also the power demand of a single pairset of a dual signature PD.   

Conversely, the count of classification events, or pulses, from the PSE encodes the power grant, that is authorized 

power level to the 802.3bt PD.   While much more complex than the 802.3at classification scheme, the 802.3bt 

classification scheme was designed to be fully backward compatible with 802.3at PSEôs and PDôs. 

 

The following table describes 802.3bt classification signatures. Note that 802.3at Class 0 is not included in 802.3bt, 

however a Class 0 PD will typically be managed as if it was a Class 3 PD drawing up to 13 watts maximum. 
 

PD Class Events 1 & 2 Events 3-5 Power Request at 

the PD 

Units 

Class 1 10.5 mA 10.5 mA 3.84 Watts Total on  

2-Pairs or 4-Pairs Class 2 18.5 mA 18.5 mA 6.5 

Class 3 28.0 mA 28.0 mA 13.0 

Class 4 40.0 mA 40.0 mA 25.5 

Class 5 40.0 mA 2.5 mA 40.0 Watts Total on  

4-Pairs Class 6 40.0 mA 10.5 mA 51.0 

Class 7 40.0 mA 18.5 mA 62.0 

Class 8 40.0 mA 28.0 mA 71.3 

Class 1 (Dual) 10.5 mA 2.5 mA 3.94 Watts per Pairset 

Class 2 (Dual) 18.5 mA 2.5 mA 6.5 

Class 3 (Dual) 28.0 mA 2.5 mA 13.0 

Class 4 (Dual) 40.0 mA 2.5 mA 25.5 

Class 5 (Dual) 40.0 mA 28.0 mA 35.6 

 

The following table describes PSE power authorizations, also referred to as ñassigned classò in the standard. 
 

PD Signature 

Type 

Total Events  

(= Class Pulses 

before power-

up) 

PD Class Authorized 

Power Draw at 

the PD 

Units Assigned Class 

Single 1 Class 1 3.84 Watts Total Class 1 

Class 2 6.5 Class 2 

Class 3-8 13.0 Class 3 

2 All Classes 25.5 Class 4 

3 All Classes 25.5 

4 Class 5 40.0 Class 5 

Class 6 51.0 Class 6 

5 Class 7 62.0 Class 7 

Class 8 71.3 Class 8 

Dual 1 Class 1 (Dual) 3.84 Watts per 
Pairset 

Class 1 (Dual) 

Class 2 (Dual) 6.5 Class 2 (Dual) 

Class 3-5 (Dual) 13.0 Class 3 (Dual) 

2 All Classes 25.5 Class 4 (Dual) 

3 All Classes 25.5 

4 Class 5 (Dual) 35.6 Class 5 (Dual) 

 

As with the 802.3at specification, classification probing is done with class pulses providing between 15.5V and 20.5V 

at the PSE output and between 14.5V and 20.5V at the PD input (see Figure 2.7).  Multiple event classification requires 

that each class pulse, or class event, be separated by mark regions where the PSE voltage drops to between 7V and 10V 

for a period of at least 6 msec.   The mark voltage provides a ñbatteryò voltage enabling the PD to count and store the 

number of classification events so the PD is aware of the power authorization, or assigned class, prior to power-up. 

 

Another unique feature of 802.3bt is that the first class event must be between 88msec and 105msec duration (see 

Figure 2.7).  This is considerably longer than 802.3at class pulses and much longer than class pulses following the first 

event.   This elongated (LCE ) class pulse signals to an 802.3bt PD that the PSE is 802.3bt compliant and operates 

according to 802.3bt PSE rules and requirements.  An 802.3at PSE would never exceed 72 msec during a class event. 
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Finally, one other feature of 802.3bt classification is referred to as Autoclass.  Autoclass allows a PD to demonstrate to 

a PSE, soon after the application of operating voltage, the maximum level of power draw that PD will ever produce.  A 

PSE that supports the optional autoclass feature can then measure that power level and use it in the management of total 

power budgets across multiple PSE ports.  This is especially useful because the measured power draw takes into 

account the power loss in the cabling between the PSE and the PD.  

 

An 802.3bt single signature PD communicates that it will support an autoclass power measurement by altering the 

current in the first (elongated) class event after 88msec to a value in the range 1 to 4 mA (e.g. 2.5mA).   The PSE that 

supports autoclass will implement an LCE (first event) class pulse that exceeds 88msec so that it can capture the load 

current change from 40mA to ~2.5mA.   The PD that supports autoclass will always draw maximum power in a time 

interval between 1.5 seconds and 3.3 seconds following the application of operating voltage. 

 

In practice, autoclass is limited in application because many PDôs will not have the ability to provide a maximum load 

condition in this time interval (1.35 to 3.65 seconds) following power-up.  Many PDôs are early in their boot process 

during this time interval. One important target application for autoclass would be LED lighting systems. 

2.9. Power-Up 

Following detection and classification, the PSE will apply power (voltage and current) to the PD.  The DC voltage 

while powered at the output of a PSE port is defined for each PSE type as follows. 

 

PSE Type Minimum Output Voltage  Maximum Output Voltage 

1 44 VDC 57 VDC 

2 or 3 50 VDC 

4 52 VDC 

 

Figure 2.8 depicts the typical sequence of 

events after a PD connects to a PSE.  This 

diagram pertains to a single pairset, Alt-A 

or Alt-B, but similar action could occur on 

both pairsets of a 4-pair PSE. 

 

On the PSE side, there are three timing 

criteria of interest.  The first parameter, 

Tpon, measures time from end of 

detection until power-up is completed.  

This includes classification time and must 

be under 400 mSec.  Tpon exists to 

minimize the chance that a PSE powers a 

non-PD in the event a valid PD is briefly 

connected, then quickly replaced by the 

non-PD.   

 

The power-on rise time is required to be 

longer than 15 msec.   This limitation 

minimizes possible RF emissions when 

PSE ports activate power to PDôs. 

 

Once the PD is powered, it will typically draw an initial inrush (or charging) current (see Figure 2.9). The PSE is 

designed to expect this sudden load and to tolerate it for a period of time referred to as Tinrush .  During this period and 

depending upon the PSE type, the PSE may restrict current output on a pairset to a band between 200mA and 450mA.   

Given a 4-pair power-up, this amounts to between 400mA and 

900mA total current, again depending up on the PSE type.   Given a 

two pair power-up, the band will be 400mA to 450mA.   

 

The PD is obligated to assure that it can complete its surge load in 

50msec or less given the lowest allowed current limiting (e.g. 

400mA) by the PSE.  Further, the PD is obligated to operate at a 

power level less than 13W, or more specifically a Type-1 peak power 

level less than 14.4W for a period of 30msec following the 

completion of inrush, in other words, for a period of 80msec 

following power-up  (see Figure 2.9). 

PDôs may be implemented with their own internal current limiting 

such that charging periods are extended without overdrawing current 

Figure 2.8  802.3 Power-Up 

Figure 2.9  PD Inrush and Power Delay 
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from the PSE.   PDôs with large surge demands and/or delayed surge loads will reduce risk of PSE inrush shutdown by 

internally limiting current draw during startup. 

 

While the PSE is furnishing operating power to the PD, 802.3 specifications include restrictions on the amount of AC 

ripple and noise that appears on the DC supply voltage.  In a 2-pair (e.g. 802.3at) powering context, this would be AC 

peak-peak voltage across a pairset (Alt-A or Alt-B) and in a 4-pair powering scenario, would be the AC peak-peak 

voltage appearing across both pairsets.   The AC peak-peak voltage is split into frequency bands with lower limits for 

higher frequency bands up to 1MHz.  Restricting peak-peak DC voltage reduces the possibility that common mode AC 

ripple and noise could be converted into differential noise that might interfere with LAN signaling.   It is worth noting 

that as a practical matter, PSEôs have output capacitance on the order of 0.1mF to 0.5mF and PDôs have input 

capacitance on the order of 5mF or higher while powered.   These levels of capacitance will typically limit the AC peak-

peak noise that can develop across the pairsets. 

2.10. PoE LLDP Dialog / Power Negotiation 

After a PSE powers up a PD, it may utilize a link 

layer discovery protocol (LLDP) to better 

understand the PDôs power needs.   LLDP 

protocols only exist between two physical link 

partners and are not visible anywhere else on a 

network. 

 

All PSEôs are allowed but not required to deploy 

PoE LLDP.   All Type-2, Type-3, and Type-4 

PDôs are required by 802.3at and 802.3bt to 

support PoE LLDP protocols.   

 

LLDP is particularly useful to large system PSEôs 

with 24 or more ports where power allocations to 

each PD are more challenging.  Under PoE 

LLDP, a PD communicates its maximum power 

demand with a granularity of 0.1 watt.   This in 

turn enables the PSE to allocate power more 

precisely across many PSE ports.   In sections 2.7 and 2.8 above, it was seen that physical layer classification typically 

provides granularity of about 15 watts. 

 

While there are many details to the PoE LLDP protocol, Figure 2.10 shows in simple form what the essence of such 

dialog accomplishes.   While historically LLDP protocols are stateless an generally used so that link partners just 

advertise information about themselves, the PoE rendition of LLDP is a more stateful, handshaking dialog. 

 

As a practical matter, since the advent of 802.3at and Type-2 PDôs, a large segment of the industry has avoided 

implementing LLDP support in PDôs as a cost saving strategy, thus causing considerable interop problems with PSEôs 

that legitimately required LLDP to get full 25.5W power to the PD.   802.3bt mitigates that problem a bit by 

recommending all PSEôs to support Multi-Event Classification (at power-up) granting their maximum support class 

power.  However 802.bt does not preclude PSE implementations that require LLDP to obtain maximum power grants. 

2.11. PSE Load Regulation and Overload Management 

While the PSE is furnishing power to the PD, the PSE is responsible for regulating total power delivered to the PD.  On 

the PSE side, there are three essential parameters governing the ongoing power the PSE is obligated to provide to a PD. 

 

1. Pclass:  The steady-state continuous or average power required by the PD translated to the PSE interface 

2. Ppeak:  The sporadic and transient (< 50msec) peak power required by a PD also translated to the PSE interface 

3. Ilim_min :  The maximum current a PSE should tolerate over a short transient (< 10msec) interval 

 

As most PDôs are constant power loads, the power output at the PSE must account both for the PD power load and the 

power that will be lost in LAN cabling.  The power lost in LAN cabling is a function of the distance between PSE and 

PD, the resistivity characteristic of the LAN conductors, and the DC current flowing to satisfy the power demand of the 

PD.  The DC current required is a function of the PSE output voltage ï higher voltage means less required current.   As 

an example, a Class 4 PD requiring the maximum allowed 25.5 watts and connected across 100meters of Cat5e cabling 

to a PSE will require the PSE to furnish 30 watts IF the PSE output voltage is the minimum of 50 VDC for a Type-2 

PSE.  In this case, there will be 600mA of DC current in the wires.   If the Type-2 PSE implemented a 56 VDC output, 

then the PSE would need to support just 28.8 watts at its output and the current flowing in the wires would be 514mA. 

 

Figure 2.10  PoE LLDP Dialog/Negotiation 
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The following table provides requirements for Pclass, Ppeak, and Ilim_min  output requirements at the PSE assuming 

the PSE is operating at its minimum allowable (Vpse) output voltage. 
 

PSE Type Max Class Voltage Pclass Ppeak Ilim_min  

1 1 44 VDC 4.0 watts 5.3 watts 400 mA 

2 44 VDC 7.0 watts 9.2 watts 400 mA 

0, 3 44 VDC 15.4 watts 17.6 watts 400 mA 

2 4 50 VDC 30.0 watts 34.1 watts 684 mA 

3 5 50 VDC 45.0 watts 47.7 watts 580 mA / pairset 

6 50 VDC 60.0 watts 63.7 watts 720 mA / pairset 

1 Dual Sig. 50 VDC 3.9 watts / pairset 5.1 watts / pairset 400 mA / pairset 

2 Dual Sig. 50 VDC 6.6 watts / pairset 8.5 watts / pairset 400 mA / pairset 

3 Dual Sig. 50 VDC 13.5 watts / pairset 15.0 watts / pairset 400 mA / pairset 

4 Dual Sig. 50 VDC 30.0 watts / pairset 34.1 watts / pairset 684 mA / pairset 

4 7 52 VDC 75.0 watts 79.8 watts 850 mA / pairset 

8 52 VDC 90.0 watts 96.3 watts 1005 mA / pairset 

5 Dual Sig. 52 VDC 45.0 watts / pairset 48.1 watts / pairset 990 mA  / pairset 
 

On the PD side, there are two essential power load parameters: 
 

1. Pclass_pd:  The steady-state continuous or average power required by the PD 

2. Ppeak_pd:  The sporadic and transient (< 50msec) peak power required by a PD 
 

These values are: 
 

PD Type PD Class Pclass_pd Ppeak_pd Minimum Input Voltage 

1 1 3.84 watts 5.0 watts 42.8 

2 6.49 watts 8.36 watts 42.0 

0, 3 13.0 watts 14.4 watts 39.9 

2 4 25.5 watts 28.3 watts 42.5 

3 5 40.0 watts 42.0 watts 44.3 

6 51.0 watts 53.5 watts 42.5 

1 Dual Sig. 3.84 watts / pairset 5.0 watts / pairset 42.8 

2 Dual Sig. 6.49 watts / pairset 8.36 watts / pairset 42.0 

3 Dual Sig. 13.0 watts / pairset 14.4 watts / pairset 39.9 

4 Dual Sig. 25.5 watts / pairset 28.3 watts / pairset 42.5 

4 7 62.0 watts 65.1 watts 42.9 

8 71.3 watts 74.9 watts 41.1 

5 Dual Sig. 35.6 watts / pairset 37.4 watts / pairset 41.1 

 

Figure 2.11 describes some of these 

requirements in a graphical manner that 

includes time intervals associated with Ppeak 

and Ilim_min load transients.  A PD that 

exceeds Pclass_pd for longer than 50 msec may 

have power removed by a PSE.    A PD that 

exceeds Ppeak_pd for any amount of time may 

also experience PSE power removal. All of this 

is very dependent upon PSE configuration and 

cabling lengths.  For example, a Type-2 PSE 

operating at 50VDC must allow up to 30W 

power output but may choose to allow 34W 

power output allowing some headroom for 

marginal PDôs or extra cabling loss. 

 

Finally, the PoE LLDP protocol may be used to 

refine the value of Pclass_pd and Ppeak_pd.   

Once Pclass_pd is ñnegotiatedò to 0.1 watt 

granularity using LLDP, the PSE is free to 

police the power draw at the PSE (Pclass, 

Ppeak) based on that power negotiation.  Figure 2.11  Power Regulation and PD Overloads 
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2.12. Pair to Pair Unbalance with 4-Pair, Single Signature Powering 

One of the greatest challenges addressed by the 802.3bt specification was the matter of pair-to-pair current unbalance 

that will naturally occur when a 4-pair PSE is powering a single signature PD.   This is a critical problem because the 

vast majority of PDôs are single signature PDôs. 

 

The dilemma of pair-to-pair current unbalance 

occurs because in prior specifications, there was no 

explicit regulation of pairset-to-pairset resistances 

in the output of the PSE port, the LAN cabling, or 

the PD input.   This is complicated by the fact that 

determinants of pairset-to-pairset DC resistance 

will involve components such as FET switches in 

the PSE and PD and diode bridges in the PD.   

Additionally, EIA/TIA and ISO specifications for 

LAN cabling systems did not regulate pairset-to-

pairset DC resistance. 

 

Figure 2.11 depicts this problem where the current required to power the PD does not split evenly between either the 

positive or negative rails of the Alt-A and Alt-B pairsets. 

 

Considerable work was done in the 802.3bt standard to model what worst case pair-to-pair unbalances might be present 

in PSE interfaces, cabling, and PD interfaces.   In conjunction with this, the cabling industry published guidelines for 

pair-to-pair DC resistance unbalance LAN cabling systems.  The 802.3bt standard includes some testing procedures to 

assess that PSE and PD interfaces to not exceed the worst case models used by the specification. 

 

The PSE powering 4-pairs to Class 0 ï Class 8 PDôs is required to tolerate appreciable levels of current unbalance 

between the two pairsets. 

 

PD Class Maximum Pairset Current % Maximum 4-Pair Current  

1 78 mA 100%  (= 2-pair powering) 

2 132 mA 100%  (= 2-pair powering) 

3 269 mA 100%  (= 2-pair powering) 

4 548 mA 100%  (= 2-pair powering) 

5 560 mA 62.1% 

6 692 mA 57.7% 

7 794 mA 55.1% 

8 948 mA 54.8 % 

 

PSEôs must be designed to accept higher pairset current without any notion of which polarities of which pairsets will 

draw more or less current.   Only time will tell if the modeling done within the standard fully accounts for all of the 

real-world contributions to pair-to-pair current unbalance. 

2.13. Power Removal 

PSE ports are required to remove DC power very soon after a PD becomes disconnected.   This is an essential behavior 

to protect non-PD devices from damage should they be plugged in immediately after a PD was disconnected from the 

same PSE port. 

 

Across the 802.3af, 802.3at, and 802.3bt standards, 

there are two different methods, DC MPS and AC 

MPS, by which a PSE detects a disconnected PD.  

Generally, a PSE deploys one method or the other 

but not both. 

 

Both methods, described below, require that once a 

PSE detects the disconnection of a PD, power should 

be removed within a time band (Tmpdo) between 

300msec (320msec in 802.3bt) and 400msec (see 

Figure 2.12).  This assures that replacing a PD with a 

non-PD very quickly would generally be safe.    

 

Once the PSE removes operating voltage, the PSE is 

expected to discharge to Voff , or 2.8V, in a period of 

Figure 2.11  Pair-to-Pair Current Unbalance 

Figure 2.12  802.3 PoE Disconnect Power-Down 
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500msec (Toff).  Some PSEôs may start detection probing as the output voltage discharges resulting in superposed 

signaling on the discharging output. This could interfere with the Toff  requirement. 

 

PSEôs powering single signature PDôs with 4-Pair power have the option to remove power on one pairset immediately 

at PD disconnect but must keep the other pairset powered over the duration of Tmdpo (320 ï 400 msec) to be sure the 

PD disconnect is a real event and not a sudden spurious drop in PD load current. 

 

The DC MPS (DC maintain power signature) method for detecting a PD disconnect was allowed in all three 

specifications (802.3af, 802.3at, and 802.3bt) and 

relies on a continuous measurement of DC load 

current to assess PD disconnects.   The DC MPS 

method is the only technique allowed by the more 

recent 802.3bt specification. Under this method, a 

small band of current (IHOLD ) is defined where a PSE 

has the option to deem the PD as connected or 

disconnected. Above this band, the PSE must assume 

the PD is present.  Below this band, the PSE must 

assume the PD is disconnected.   The IHOLD  current 

band differs between 802.3at and 802.3bt but has 

been designed so that 802.3at PDôs will interoperate 

with 802.3bt PSEôs and vice versa. 

 

Under 802.3at, the maximum IHOLD  current was 

10mA meaning that a PD needing to stay powered would draw typically 0.5 watts or more continuously.  For a PD 

operating in a ñsleepingò state, this was a considerable amount of power and depending on the design of the PD, the 

quiescent power of 0.5 watt might steal from the power available when the PD was fully operating.   

 

To address this, both 802.3at and 802.3bt allow that the DC MPS signature current, IHOLD , need not be present 

continuously. In Figure 2.13, the PD load current is show to exceed the maximum IHOLD  level for a period of TMPS.  

Between TMPS intervals, the PD load current can drop all the way to 0mA for a maximum period of TMPDO (min).  This 

produces a duty cycle of TMPS / (TMPS + TMPDO (min)).   A PD meeting or exceeding this duty cycle must be deemed 

connected by a PSE that uses the DC MPS method. 

 

The following table provides values for IHOLD , TMPS, and TMPDO from 802.3at and 802.3bt. 

 

PSE 

Type 

Powered  

Pairs 

PD 

Class 

IHOLD  

(Pairset) 

IHOLD   

(4-Pair) 

TMPS TMPDO(min) TMPDO(max) 

1 and 2 2 All 5 to 10 mA N/A 60 msec 300 msec 400 msec 

3 2 1 - 4 4 to 9 mA N/A 6 msec 320 msec 400 msec 

3 and 4 4 1 - 4 2 to 5 mA 4 to 9 mA 

3 and 4 4 5 - 8 2 to 7 mA 4 to 14 mA 

3 and 4 4 1 dual ï 
5 dual 

2 to 7 mA  

 

From this table, it is evident that any PD connected to an 802.3at PD must draw 10mA with a duty cycle of more than 

17% in order to maintain power.   However, PDôs connected to an 802.3bt (Type-3 or Type-4) PSE can operate at much 

lower duty cycles on the order of 2.5% and maintain power.   This ñlow power MPSò feature will allow very low power 

sleep modes in PDôs such as lighting systems. 

 

The AC MPS method involves the superposition of a low level, relatively low frequency AC resistance probing signal 

on the DC power rail.  The AC MPS probing signal is sourced through high impedance such that when exposed to a 

nominal load resistance of 25 KW, the amplitude of the signal is attenuated to well below 500 mVp-p.   Typically it will 

be far below 200 mVp-p.   When the 25 KW signature load is removed as a result of PD disconnect, the AC signal 

amplitude increases and can be detected on the PSE output (see Figure 2.12).  Vopen specifies maximum allowed AC 

voltage during this time interval to be 10% of Vpse.   The PSE must then wait for an interval of at least 300 mSec, but 

not longer than 400 mSec to remove power.  

 

PDôs can present a ~25KW  or smaller resistive load to assure PSEôs using the AC MPS method will keep them 

powered.  This amounts to a continuous power consumption of approximately 0.1 watt.  PDôs that continuously draw 

even just two milliamps will also meet this load requirement (50V / .002A = 25KW).   The key drawback to AC MPS is 

that it requires additional hardware in the PSE and it may increase power rail ripple by a small amount.   AC MPS was 

not included in the 802.3bt specification because PSE silicon manufacturers all accepted that DC MPS was a more cost 

effective solution to PD disconnect detections. 

Figure 2.13  DC MPS Minimum Power State 
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3. PDA-600 System Overview 
PDA-600 instruments are operated under control of PDA Software hosted on a PC.   PDA Software and a PDA-600 

USB Driver must be installed prior to instrument operation (see PDA-600 Installation Guide). 

 

The instrument may be controlled either with the supplied graphical user interface PDA-600 Interactive, from a 

PowerShell PDA Tcl Console, or from a user supplied application that utilizes the binary Application Programming 

Interface (PDA-600 API ) furnished with the PDA-600.  The various software components are described below in 

section 3.4 Software Overview. 

3.1. PDA-600 Interfaces 

3.1.1. Front Panel 

The PDA-600 is designed to connect to a single PD via the PD port.  Generally, this connection should be through a 

short Cat5e or Cat6 patch cable.  This is the only connection required to perform stand-alone instrument testing of the 

PD. 

 

The LAN  port is connected to an internal 

Ethernet switch that provides bridging between 

the LAN  and the PD ports. The PDA-600 will 

support 10BaseT, 100BaseT, and 1000BaseT 

links on both the LAN  and PD ports.   

 

The PD interface, like many PSE ports, supports 

the IEEE 802.3 PoE LLDP protocols, provided 

the PDA-LLDP-AT feature is enabled, and will 

function as a user-described PSE in any power 

negotiation with an LLDP-capable PD.  The 

PDA-LLDP-BT feature extends the LLDP to 

include 802.3bt LLDP protocols. 

 

LLDP traffic used for power request and 

allocation exists on the link between the PDA-600 and the PD under test and is not bridged to the LAN port. 

 

The LAN  port can also be physically switched into a wide bandwidth passive coupling to the PD port.  The passive 

supports multi-gig links including 2.5GBase-T, 5GBase-T, and 10GBase-T.   While in the passive coupling mode, the 

instrument will not support LLDP messaging with the PD. 

 

3.1.2. Rear Panel 

PDA-600 instruments are equipped with a USB Type B jack, which is internally connected to a USB 2.0 High Speed 

interface.  It is important that a USB interface cable rated for USB 2.0 High Speed be used to connect the instrument to 

the host.  The instrumentôs USB interface is powered by the host PC. 

3.2. LED Indicators 

Port LED Indicators - Each Ethernet port connector includes 2 LED indicators.  These LEDôs provide an indication of 

link status and rate, which is described on the front panel between the connectors. Activity is indicated by blinking. 

   

ƴ ƴ 1000 Mbps 

ƴ Ǐ 100 Mbps 

Ǐ ƴ   10 Mbps 

 

USB LED - The USB LED is lit when the host PC is connected via USB to the PDA-600.   The PDA-600 need not be 

powered on for this LED to turn on. 

 

LLDP LED  - The LLDP LED blinks when LLDP is enabled, and an LLDPDU is received from the PD under test.  

LLDP power negotiation requires that the PDA-600 is enabled for IEEE 802.3at LLDP. 

 

COM LED  - The COM LED blinks when communications occur between the host PC and the instrument. 

 

PD Power Status LEDs - The PD Power Status LEDs are illuminated when power is being supplied to the PD under 

test.  There are separate LEDôs for the Alt A and Alt B pairsets.  The LED for the pair-set that is actively furnishing 

power will be illuminated.  

Figure 3.1 PDA-604 Interfaces 
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3.3. Hardware Overview 

3.3.1. Alt and Polarity Select 

The PDA-604 can be configured to perform detection, classification, and to furnish power on any one (2-Pair mode) or 

on two (4-Pair mode) of the four quadrants defined above in section 2.4.  This allows the instrument to emulate both 2-

Pair and 4-Pair capable PSEs, with the DC source configured for either positive or negative polarity on each pairset at 

the PSE output Physical Interface (PI). 

3.3.2. Detection Meters 

The Rdet Meter measures detection signature resistance on any of the four quadrants defined above in section 2.4.   

The meter is optimized to measure a nominal PD detection resistance (25KÝ) in the presence of semiconductor-based 

full wave bridging and 0.1uF of parallel capacitance over the range of 3KW and 50KW. 

 

When the measured resistance falls below the supported range, the value 0Ý will be returned by the meter, and when 

the measured value falls above the supported range, the meter returns 99KÝ.    

 

When the PDA-604 is in a 4-Pair mode, the Rdet measurement also includes a Connection Check to determine the PD 

signature type.   The Connection Check will report if the PD signature is a Single Signature, Dual Signature, or 

Invalid Signature in accordance with 802.bt requirements (see section 2.6).  The Rdet meter, when in 4-Pair mode, 

returns values for measured signature resistances in the two quadrants associated with Mode A and Mode B. 

 

Rdet measurements will generally assure that the DC Source is turned off before the measurement is performed.   The 

one exception occurs when the PDA-604 is in a 2-Pair mode.  Here, an Rdet measurement directed to an unpowered 

pairset will not affect the DC Source as the purpose of the measurement is to verify that a non-valid signature is present 

on that unpowered pairset.  

 

The Cdet meter measures detection signature capacitance on any of the four quadrants defined above in section 2.4.   It 

is optimized to measure a nominal PD detection capacitance (0.1uF) in the presence of semiconductor-based full wave 

bridging and a 25kÝ parallel resistance. The Cdet meter, when in 4-Pair mode, returns values for measured detection 

capacitance in the two quadrants associated with Mode A and Mode B. 

 

Measurements over the range of 0.05mF to 2mF are supported and with reduced accuracy, the meter can range up to 

10mF.  Cdet measurements will tolerate wide variation in parallel Rdet values and will initially assure that the DC 

Source is turned off and that there is no residual voltage on the PD interface before the connection is made. 

 

Both the Rdet and Cdet meters support multiple measurement cycles whereby readings can be averaged to improve 

accuracy and repeatability.  Multiple measurement cycles also can mimic power-managed PSEôs that sequence 

detection measurements over a period of time while power allocation decisions are made. 

Figure 3.2 PDA-604 Block Diagram 
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The Rdet Meter also supports an Rdet  Margin measurement where the PD detection signature is characterized in the 

vicinity of 2.7VDC and 10.1VDC, the outer bands for sensing PD detection signatures.  This measurement then 

complements the standard Rdet measurement by improving confidence that the PD will interoperate with the full range 

of possible PSE implementations.  The Rdet Margin measurement is done with the PDA-604 in a 2-Pair configuration. 

 

From a command line, the Rdet Meter can also be configured to perform a Classification measurement immediately 

after each Rdet measurement cycle. Combined with a flexible detection cycle back-off control, the PDA can emulate a 

variety PSEôs that cycle detection and classification repeatedly under power management control prior to enabling a 

power-up. In this multi-cycle mode, readings can either be averaged or selected from the final cycle of detection-

classification thus emulating what the PSE will measure on the PD interface. 

3.3.3. Class Meter 

The Class Meter measures PD classification signatures (mA) that may also include Mark  current loads between multi-

event signatures.  Like detection signature measurements, Class measurements can be performed on any of the four 

quadrants defined above in section 2.4  The Class Meter, when in 4-Pair mode, returns values for measured class and 

mark currents in the two quadrants associated with Mode A and Mode B. 

 

Class measurements may be configured for 1-Event, 2-Event, or 3-Event classification, and if the instrument is licensed 

for Type-3/4 PSE emulation (see section 1.5), may also be configured for 4-Event and 5-Event classification.   

 

Classification measurements are fully independent of Detection measurements, that is, they are performed when 

initiated and not preceded by any Detection cycles. The Class Meter will  first assure that the DC Source is turned off 

prior to completing a measurement. 

 

The Class Meter also supports a Class Margin measurement where PD classification signature is measured at the 

voltage band extremes, 14.5V and 20.5V, associated with PD classification.  This measurement improves confidence 

that the PD will interoperate with the full range of possible PSE implementations. The Class Margin measurement is 

done with the PDA-604 in a 2-Pair configuration. 

3.3.4. DC Source 

The DC Source provides DC power with configurable voltage levels to the PD in any of the four quadrants defined 

above in section 2.4.   In a 4-Pair configuration, the DC Source powers two quadrants, one associated with Mode A and 

one associated with Mode B. 

 

DC voltage settings between 28VDC and 57VDC may be specified so the full input voltage range for an 802.3at Type-1 

PD of 37VDC to 57VDC is covered.  802.3bt PDôs operate between approximately 40VDC and 57VDC.  The PDA-604 

can source well in excess of the 25.5 watts allowed to a PD under 2-Pair powering and well in excess of the 71.3 watts 

allowed to a Class 8 PD under 4-Pair powering.   For example, at the minimum Class 8 input voltage of 41.1 watts, the 

PDA-604 will source over 82 watts of continuous power. 

 

The DC Source can be turned on immediately or it can be sequentially stepped from 28V to a user defined level and 

then back down to 28V.   The stepped mode, in conjunction with voltage and current metering, enables measurements 

of PD Von and Voff  voltage thresholds. 

3.3.5. DC Meters 

In a 2-Pair powering mode, the PDA-604 can measure applied DC voltages, DC current load, and DC power draw in 

any of the four quadrants defined above in section 2.4.  These measurements primarily pertain to a PD while being 

powered, though the ability is provided to measure DC voltage on the unpowered pairset when assessing back-feed 

voltage (BackfeedV) from a PD. 

 

In a 4-Pair powering mode, the PDA-604 can measure applied DC voltages per pairset and measure DC current load 

and DC power draw as 4-pair quantities that can also be itemized by pairset. 

 

DC Voltage sensing assures that DC power measurements are more accurate and are independent of PDA-600 DC 

sourcing and current sensing characteristics.  DC Meters can format measurements as: 

 

¶ Scalar values of voltage, current, or power with configurable averaging. 

¶ Single-shot waveform traces of voltage, current, or power with configurable trace lengths, sampling rates, and 

event triggering options. 

¶ Continuously streaming measurement of voltage, current, and power combined including comparisons to power 

limits established by PD classification. 
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3.3.6. 10/100/1000Base-T Ethernet Switch 

The PDA-600 contains an internal Ethernet switch which provides bridging between the LAN  port and the PD port. 

The PDA-600 will support 10BaseT, 100BaseT, and 1000BaseT links on both the LAN  and PD ports.  PDA port link 

speed may be user configured to enable assessments of PD power draw under differing link states.  

 

The PDA-604 also supports a passive ñTHRUò channel between LAN and PD Test ports that enables multi-gigabit 

LAN traffic at rates up to 10GBase-T.   This switched feature will allow PoE LLDP to negotiate power with a PD prior 

to establishing a multi-gigabit link used for power monitoring measurements. 

3.3.7. LLDP Subsystem 

The PDA-604, when equipped with the LLDP Emulation for 802.3at feature license (see section 1.5), supports 

802.3at LLDP protocol, and is capable of processing power requests received from an 802.3at PD and allocating power 

by way of transmitting LLDPDUôs containing a Power-via-MDI TLVôs as defined in IEEE 802.3 clauses 33 and 79. 

 

The PDA-604, when equipped with the LLDP Emulation for 802.3bt  feature license (see section 1.5), supports 

802.3bt LLDP protocol, and is capable of processing power requests received from an 802.3bt PD and allocating power 

by way of transmitting LLDPDUôs containing a Power-via-MDI TLVôs as defined in IEEE 802.3 clauses 145 and 79. 

 

LLDP traffic used for power request and allocation is supported only between the PDA-600 PD port and the PD Under 

Test, and is never bridged to the LAN  port.   PSE LLDP message timing and message content behaviors may be 

flexibly emulated by the LLDP Subsystem. 

 

3.4. Software Overview 

3.4.1. Components 

PDA Software furnished with the PDA-600 contains the following components. 

 

PDA Interactive:  A Graphical User Interface built from Tcl/Tk.  This software is the topic of section 4. 

 

PowerShell PDA: A PDA-600 specific Tcl command extension.  This software is the topic of section 7. 

 

PD Conformance Test: A fully automated test suite for evaluating 802.3at or 802.3bt PDôs for specification 

compliance. This software is the topic of sections 0 and 6. 

 

PDA-600 Binary API  ï a Dynamic Link Library (DLL) that 

exposes a binary Application Programming Interface for the 

PDA-600.  This is the topic of section 8. 

 

PDA-600 USB Driver:  Host software required to manage up 

to eight PDA-600ôs connected via USB interfaces. 

 

The relationship between the different software components 

is depicted in Figure 3.. PowerShell PDA is an example of a 

ñUser Programò that relies on the PDA-600 Binary API to 

manage the PDA-600 instrument.   

 

User Applications may be constructed in Tcl/Tk using 

PowerShell PDA or they may be constructed in any software 

environment capable of calling Win32 API functions within 

dynamically linked libraries (DLLôs).    

 

Tcl/Tk is a powerful scripting environment offering the 

advantages of interpreted real-time commands, easy 

debugging, and a choice of two consoles, Tcl Shell and Wish 

Shell.  The Tcl Shell console is built upon the Windows 

Command shell while the Wish Shell console shares features 

associated with many Windows editors and is also a syntax-

knowledgeable shell supporting Tk graphical user interface 

commands.  
  Figure 3.3 PDA-600 Software Components 



PDA-604 Technical Reference Manual 

November 17, 2024                                    Sifos Technologies Page  25 

3.4.2. Directory and File Organization 

When PDA Software is installed, file and directories are placed on the host computer according to the following tables. 

 

Root path: C:\Program Files\Sifos\PDA600  (32-bit system) 

                C:\Program Files (x86)\Sifos\PDA600 (64-bit system) 

 

Directory  Contents 

bin All .exe and .dll files 

docs PDA-600 Technical Reference, PDA-600 API Reference  .pdf files 

drivers USB driver files and installer application 

include Header files related to the PDA-600 API 

lib Library files related to the PDA-600 API (for linker input, ex. for a C or C++ application) 

tcl Tcl Console runtime configuration, libraries, Tk application 

 

Root path: C:\Users\Public\Sifos\PDA600 
 

Directory  Contents 

contrib Tcl files that will be automatically loaded during Tcl initialization 

env Dynamically managed PDA-600 Tcl/Tk related configuration files 

examples Example applications (C, C#, VB.NET, Tcl, LabView) 

results Conformance Test and Trace Excel template workbooks, directory per instrument for test data 

 

A directory is created under é.\results for each connected instrument when tests are performed.  The name of the 

directory is created using the serial number of the instrument. 

3.4.3. Environment Variables 

The following Windows environment variables are defined during installation.  They should not be changed or deleted, 

as various software components rely on them: 

 

¶ PDA600_HOME=C:\Users\Public\Sifos\PDA600 
 

¶ PDA600_ROOT=C:\Program Files\Sifos\PDA600 (32-bit system)  

                                         or 

¶ PDA600_ROOT=C:\Program Files (x86)\Sifos\PDA600 (64-bit system) 

 

The following Windows environment variable can be defined to override the default number of rows that will be 

displayed for a stream trace by the pda600_trace_report.xlsm template. If the variable does not exist, the template will 

display up to 900 seconds (180,000 rows). The value can be set anywhere in the range 30,000 to 1,048,400 (the 

relationship is 1 second = 200 rows at a 5ms/sample period). 

 

¶ PDA_STREAM_REPORT_ROWS 

 
 

  



PDA-604 Technical Reference Manual 

November 17, 2024                                    Sifos Technologies Page  26 

3.5. PDA-604 Technical Specifications 

3.5.1. Input/Output 

Interface Parameter Specification 

PD Port 

Connections RJ45 

PoE Signaling and Supply Modes:  

2-Pair Operation 

MODE A MDI, MODE A MDI-X, MODE B MDI,  

MODE B MDI-X 

PoE Signaling and Supply Modes:  

4-Pair Operation 

MODE A MDI+ MODE B MDI,  

MODE A MDI-X+ MODE B  MDI, 

MODE A MDI+ MODE B MDI-X, 

MODE A MDI-X+ MODE B MDI-X 

Data Rates and Signaling 10/100/1000Base-T 

Impedance 100 W, Balanced 

LAN Port Connections RJ45 

Modes Active Switched (for LLDP to PD) or Passive Thru 

Data Rates and Signaling (Active Switched Mode) 10/100/1000Base-T 

Data Rates and Signaling (Passive Thru Mode) 10/100/1000/2.5G/5G/10GBase-T 

Impedance 100 W, Balanced 

USB Port Connections USB Standard-B 

 

User Interface 

Type USB 2.0 High Speed 

LED's USB:  Connected, host is furnishing 5VDC 

LLDP:  Blinks on to indicate LLDPDU received 

COM: Blinks when I/O from host occurs 

ALT A:  DC Power Applied to Alt A pairs 

ALT B:  DC Power Applied to Alt B pairs 
 

 

3.5.2. Source Specifications 

Source Parameter Specification 

DC Supply 

Output Voltage Range 28 VDC to 57 VDC 

Voltage Accuracy    (50mA load) ± (0.75% + 60 mV) 

Voltage Resolution 0.1 Volt 

Source Resistance (typical) 1.6 W  

Maximum Continuous Source Current 1000 mA per Pairset, 2000mA total 

PD Detection Resistance Method DV / DI   

Probing Voltage (typical) 4.4 V ï 8.8 V 

Probing Range (Margin Test) 2.7 V - 10.1 V 

PD Detection Capacitance Method Slew Time 

Probing Voltage (typical) ~4 V ï 8 V 

PD Classification Modes:   Standard PDA-604 1-Event, 2-Event, and 3-Event Classification 

Modes:   PDA-604 with PDA-604-TYPE34 1-Event, 2-Event, 3-Event, 4-Event, and 5-Event Classification 

First Event Duration Selectable:  TLCE 100 msec  or TCEV 30 msec 

Classification Probing Voltage (typical) ~17.5 V 

Classification Probing Voltage (margin test) 14.5 V, 20.5 V 

Classification Probing Event Duration (typical) 30 msec  

Mark Region Voltage (typical, Ò 6mA load) ~7- 9 V 

Mark Region Duration (typical) Mark 1 through 2, 3, or 4: 10 msec each    

Final Mark: Selectable, 25 to 375 msec 
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3.5.3. Measurement Specifications 

Measurement Parameter Specification 

Detection Resistance 

(per pairset) 

Range 3 KW to 50 KW 

Accuracy (19 KW to 26.5 KW, Probing 4.4-8.8V) ± 1% 

Accuracy (Full Range, Probing 4.4-8.8V) ± 2.5% 

Connection Check Outcomes SINGLE or DUAL or  INVALID PD 

Expected PD Signature for VALID result 21 KҠ  to  28 KҠ on each pairset 

Detection Capacitance 

(per pairset) 

Range 50nF-10mF 

Accuracy (0.05..2 mF) ± (2.5% + 6 nF) 

Accuracy (2.1..10 mF) ± (10% + 6 nF) 

Classification 

(per pairset) 

Classification Range 0 mA to 50 mA 

Classification Accuracy (1..15 mA @ ~17.5V) ± (2.5% + 600 mA) 

Classification Accuracy (16..50 mA @ ~17.5V) ± (1.5% + 400 mA) 

Events Measured Selectable, 1 to 2 (standard), 3-5 with Type-3/4 license 

Mark Region Range 0.5 to 5 mA 

Mark Region Accuracy ±  (2% + 100 mA) 

Power  

 

Range 0 to 56 Watts per pairset, 0 to 112 Watts 4-Pair 

Resolution 0.01 W per pairset, 0.02 W 4-Pair 

Accuracy ± (2.0% + 0.1 W) per pairset, ± (2.0% + 0.2 W)  4-Pair 

Load Current  

 

Range 0 to 1000 mA per pairset, 0 to 2000 mA 4-Pair 

Resolution 0.1 mA, 0.2mA 4-Pair 

Accuracy (1..15 mA) ± (2.0% + 600 mA) per pairset, ± (2.0% + 1.2mA) 4-Pair 

Accuracy (16..50 mA) ± (1.85% + 600 mA) per pairset, ± (1.85% + 1.2mA) 4-Pair 

Accuracy (51..100  mA) ± (1.0% + 500 mA) per pairset, ± (1.0% + 1.0mA) 4-Pair 

Accuracy (101..1000  mA) ± (0.75% + 800 mA) per pairset, ± (0.75% + 1.6mA) 4-Pair 

Port Voltage, 

Unpowered Pairset 
Backfeed or Reflected 
Voltage (2-Pair PSE) 

Range 0 VDC to 57 VDC 

Resolution 0.1 V 

Accuracy (Pairset Voltage) ± (0.75% + 100 mV) per pairset,  ± (0.75% + 200 mV) 4-pair 

Unpowered Pairset 
Reflected Voltage  

(4-Pair PSE) 

Range 0 VDC to > 5VDC 

Resolution 0.1 V 

Trace Types Voltage, Current, Power, Voltage & Current (V+I) 

Trigger Modes Immediate, Class (leading edge of first event), 

Source (ON or OFF transition), 

Transient (Current or Power) with Selectable (2-Pair) 
Threshold and Selectable Pre-Trigger Sample Count 

Sample Rate ï 2-Pair Traces 

(Immediate, Class, Source triggered traces) 

0.05 ï 20 msec / sample (1-2-5 pattern) 

      Voltage, Current also support 0.025 msec/sample 

Sample Rate ï 4-Pair Traces 

(Immediate, Class, Source triggered traces) 

2 ï 20 msec / sample (1-2-5 pattern) 

 

Trace Length (Voltage, Current) ï 2-Pair Traces Selectable up to 5120 points 

Trace Length (Voltage, Current) ï 4-Pair Traces Selectable up to 2560 points 

Trace Length (Power, V+I) ï 2-Pair Traces Selectable up to 2560 points 

Trace Length (Power, V+I) ï 4-Pair Traces Selectable up to 1280 points 

Sample Rate ï 2-Pair & 4-Pair Transient 
Triggered Traces 

2 ï 20 msec / sample (1-2-5 pattern) 

Trace Length ï Transient triggered traces (2-
Pair and 4-Pair Powering Modes) 

Indefinite ï Runs until specified 2-Pair current or power 
condition occurs.   

Trace Trigger Hold-off:  Supported Triggers Class, Source 

Trace Trigger Hold-off ï 2-Pair Traces 0 to 65535 samples 

Trace Trigger Hold-off ï 4-Pair Traces 0 to 32768 samples 
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Measurement Parameter Specification 

Streaming Trace 

(2-Pair & 4-Pair modes) 

Parameters Included Voltage, Current, Instantaneous Power, Avg. Power 

Sample Rate 5 msec or 10 msec 

Trace Length (5 msec period) Ò 1048400 samples (< 5242 seconds) 
 

 

3.5.4. 802.3at and 802.3bt LLDP 

Interface Parameter Specification 

PD Port 

(with PDA-LLDP-AT  feature 
license) 

Receive In-board Ethernet switch is configured to filter for LLDPDUs. Normally 
parsed to extract the IEEE 802.3at conformant Power-via-MDI TLV; 
entire raw frame is available for analysis. 

Transmit LLDPDU containing an IEEE 802.3at conformant Power-via-MDI TLV 
with programmatically controlled alloc value. 

Trace Continuous (once started by the user), stores and optionally displays 
802.3at Power-via-MDI TLV content. 

PD Port 

(with PDA-LLDP-BT  feature 
license) 

Receive In-board Ethernet switch is configured to filter for LLDPDUs. Normally 
parsed to extract the IEEE 802.3bt conformant (extended) Power-via-
MDI TLV; entire raw frame is available for analysis. 

Transmit LLDPDU containing an IEEE 802.3bt conformant (extended) Power-via-
MDI TLV with programmatically controlled alloc value. 

Trace Continuous (once started by the user), stores and optionally displays 
802.3bt Power-via-MDI TLV content. 

LAN Port No LLDP support on LAN Port.   LAN and PD Ports must be in Active Swiitched (10/100/1000) Mode. 

 

3.5.5. Physical and Environment 

Category Characteristic Value 

Physical Width 7.5" 

Height 3.0" 

Depth 10.0" 

Weight 3.2 lbs 

Power 100VAC ï 240VAC, 50-60 Hz, 1.3A Max. 

Environmental Operating Temperature 0°C to 40°C 

Storage Temperature -20°C to 85°C 

Operating Humidity 5% to 95% RH, Non-Condensing 

Altitude 2000 Meters 

Pollution Degree 2 

3.5.6. Certifications 

Category Specification  

Safety 
CSA Listed (CSA22.2   

No. 61010) 

EN61010-1  (Test & Measurement Equipment Safety Standard) 

Emissions 
FCC Part 15, Class A  
(Industrial Equipment 
emissions, USA) 

EN55011:2016  (Industrial, Scientific Equipment RF emissions, Europe) 

EN 61326-1:2013 (Immunity) 

VCCI (Information Technology Equipment emissions, Japan)  

AS/NZS 3548 (Information Technology Equipment emissions, Australia/N.Z.) 

European Commission 

 Low Voltage Directive (2014/35/EU) 

Electromagnetic Compatibility Directive (2014/30/EU) 

ROHS Compliance Directive (2011/65/EU) 

CE Marking Directive (93/68/EEC) 

FCC Statement: 

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to part 15 of 
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the 
equipment is operated in a commercial environment. This equipment generates, uses, and can radiate radio 
frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to 
radio communications. Operation of this equipment in a residential area is likely to cause harmful interference in 
which case the user will be required to correct the interference at their own expense. 

Patents:  U.S. Patent 10,060,965  
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4. PDA Interactive 
The PDA-600 is controlled exclusively via software running on a host PC.  A Graphical User Interface (GUI), PDA 

Interactive, is furnished with the instrument, and can be used to control the instrument and perform various 

measurements.  PDA Interactive serves as the virtual front panel for the PDA-600 instrument and is also referred to as 

PDA-600 Interactive. 

4.1. Starting the Application 

PDA Interactive is launched from the Windows desktop by clicking on the PDA Interactive icon 

shown in Figure 4.1.   PDA Interactive can also be launched from the Windows Start menu by 

selecting the menu item Start -> All Programs -> Sifos -> PDA-600 Interactive. 

 

Because the PDA-600 is a single-user instrument, only one session of PDA Interactive may be open at 

any one time on the host PC.   Additionally, PDA Interactive cannot be opened if PowerShell PDA 

(see section 7) is already opened on the host PC.  

 

Important!    Before opening PDA Interactive, 

the PDA-600 instrument must be connected by 

USB cable to the host PC and the PDA-600 instrument must be 

powered on.  If PDA Interactive cannot discover a connected and 

powered PDA instrument, the software will not open and the 

warning message in Figure 4.2 will appear. 

 

 

 

 

 

 

 

While PDA Interactive opens, the splash screen shown in Figure 4.3 

PDA Interactive splash screen will appear.   During this time, PDA 

Interactive will upload numerous settings and calibrations from the 

PDA-600 instrument.  This one-time process will take about 10 

seconds to complete per connected PDA-600 instrument. 

 

 

 

 

 

 

 

PDA Interactive is a tabbed dialog graphical 

user interface that will always open to the 

PSE/PD tab menu (see Figure 4.4).  All other 

tab menus will be disabled when PDA 

Interactive opens.   Accessing those tab 

menus depends upon two factors: 

 

1. PDA-600 instrument licensed features.  

Some tab menus will never activate 

unless the instrument is licensed for the 

functions associated with that tab menu. 

 

2. Discovery of a connected PD.  Features 

of certain tab menus are gated by 

characteristics of the PD that will be 

tested.   Important!   The PD to be tested 

must be connected to the instrumentôs 

PD port before the full menu can be 

accessed. 

 

 

 

Figure 4.1 

Figure 4.2 No PDA found warning 

Figure 4.3 PDA Interactive splash screen 

Figure 4.4  PSE/PD Tab Menu 
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If more than one instrument is connected to the host PC, then PDA 

Interactive may be selectively connected to any one of those instruments.   

This is done from the PDA drop-down menu using the Select option (see 

Figure 4.5). 

 

 

 

 

 

 

 

The tab menus included in PDA Interactive (see Figure 4.6) are described in the following table.  See section 1.5 for a 

description of PDA-600 optional license features. 
 

Tab Menu Purpose Required Feature License 

Analysis Manual measurements and analyses of PSE 
behaviors during power-up, while powered, 
and during power-down. 

None 

802.3at Test Automated PD Conformance Test of 802.3at 
PDôs 

PDA-602-CT-AT 

802.3bt Test Automated PD Conformance Test of 802.3bt 
PDôs 

PDA-602-CT-BT 

LLDP Trace PoE LLDP Protocol Analysis and PD 
Protocol Responses 

PDA-LLDP-AT 

(prerequisite to PDA-LLDP-BT) 

LAN Configuration of LAN Data Port None 

4.2. PSE/PD Tab Menu 

Before any PD measurements can be performed, PDA Interactive requires that users: 

 

1. Describe essential characteristics of a hypothetical ñtestingò PSE that interacts with the PD-under-test. 

2. Discover fundamental characteristics of the PD-under-test. 

 

Important!    Both of these actions must take place before PD measurements can be performed.   The PSE/PD tab 

menu (see Figure 4.4) is where this is done.   Section 4.2.1 will address above step 1 and section 4.2.2 will address 

above step 2. 

4.2.1. PSE Emulation 

The PDA-604 can emulate 2-Pair, 802.3at, 2-Pair 802.3bt, and 4-Pair, 802.3bt PSE connections. 

 

A 2-Pair PSE powers either the Alt -A pairset or the Alt -B pairset, and 

does so using one of two electrical polarities, MDI  (ñpositiveò) or MDI -X 

(ñnegativeò).  A 4-Pair PSE powers both the Alt -A and the Alt -B pairset, 

each with pairset-specific polarities.  The PDA-604 can be configured to 

any one of eight possible settings (see Figure 4.7): 

 

802.3at or 802.3bt PSE: 

1. 2-Pair Alt -A with MDI  polarity 

2. 2-Pair Alt -A with MDI -X polarity 

3. 2-Pair Alt -B with MDI polarity 

4. 2-Pair Alt -B with MDI -X polarity 

 

 802.3bt PSE: 

5. 4-Pair with MDI  on Alt -A and MDI on Alt -B 

6. 4-Pair with MDI -X on Alt -A and MDI on Alt -B 

7. 4-Pair with MDI on Alt -A and MDI -X on Alt -B 

8. 4-Pair with MDI -X on Alt -A and MDI -X on Alt -B 

 

Note that if the 2-Pair Alt -A setting is selected, the polarity settings for 

Alt -B are disabled and if the 2-Pair Alt -B setting is selected, the polarity 

settings for Alt-A are disabled.  If 4-Pair is selected, then polarity settings 

for both Alt-A and Alt-B are enabled and may be selected. 

Figure 4.6  PDA Interactive Tab Menus 
Figure 4.5  PDA Select Menu 

Figure 4.7  PSE Emulation menu 
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802.3at and 802.3bt 2-Pair PSEôs are either 15 watt capable 30 watt capable when power is applied to the PD. At the 

electrical level, a 30 watt capable PSE allows a PD to draw over 13 watts by furnishing two-event classification while a 

15 watt capable PSE would only furnish one-event classification (see section 2.7).  When a 2-Pair Alt -A or 

2-Pair Alt -B PSE emulation is selected (see Figure 4.7), the only options for Power Capacity are 15W and 30W. 

 

802.3bt 4-Pair PSEôs can be capable of furnishing 15, 30, 45, 60, 75, or 90 watts maximum.   PSEôs that furnish 

between 45 watts and 90 watts must be 4-Pair capable PSEôs.   When 4-Pair is selected, all six Power Capacity 

options are enabled (see Figure 4.9) as are both options for the pairset to classify (Class Alt-A, Class-Alt -B). 
 

The emulated PSE can be defined to operate as a 2-Pair 802.3at PSE, a 2-Pair 802.3bt PSE, or a 4-Pair 802.3bt PSE 

with power capacities as described above.  This allows the user to evaluate PDôs responses when connected to any type 

of 802.3at or 802.3bt PSE. 
 

Important!   The Power Capacity (at power up) setting does not restrict the actual power that the emulated PSE can 

deliver to a PD.  As a test instrument, the PDA-604 will furnish up to at least 1000 mA per powered pairset regardless 

of the Power Capacity setting. Power Capacity only affects the classification events and the commensurate assigned 

class  (see sections 2.7 and 2.8)  provided to PDôs when they are powered. 

 

Depending on the Power Capacity setting, the menu will report the Max Events that will be delivered to the PD during 

classification. A Class 0-3 PD receives only one event at power-ups regardless of the Power Capacity of the PSE 

Emulation.  A Class 4-8 PD would receive two events from an 802.3at emulated PSE with 30W capacity and three 

events from an 802.3bt PSE with 30W capacity.   A Class 5-8 PSE would receive four events from an 802.3bt emulated 

PSE with 60W capacity and a Class 7-8 PSE would receive five events from an 802.3bt emulated PSE with 90W 

capacity.  An 802.3bt 45W capacity PSE would furnish four events to a Class 5 PD and 3 events to a Class 6 PD, thus 

power demoting the Class 6 PD to Class 4 power.   An 802.3bt 75W capacity PSE would furnish five events to a Class 

7 PD and 4 events to a Class 8 PD, thus power demoting the Class 8 PD to Class 6 power.    

 

Two other PSE settings complete the user definition of an emulated PSE.   The Final Mark (msec) setting defines the 

time duration of the final mark interval between the final classification pulse and the application of power.   This setting 

is useful for validating that a Class 4-8 (or Dual Class 1-5) PD will retain the start-up power grant over various mark 

intervals that a PSE might present.  The allowable range for this setting is 25msec to 300msec. 

 

A second, very important PSE parameter is the Voltage to PD (VDC), that is, the voltage furnished directly to the PD 

interface.  This value can range from 28.0V up to 57.0V.   Unlike an actual PSE that has just one fixed output voltage, 

the PDA-600 instrument is a variable power supply that can mimic the actual voltage delivered to a PD over all possible 

connection environments including 100 meter cabling lengths1.  This essential feature is critical for interoperability 

testing of a PD.   

 

Once a desired PSE emulation is entered, the Configure button may present red text.  This means that in order to 

complete the PSE emulation within the PDA-600 instrument, Configure must be pressed.   If a PSE setting is altered 

and Configure does not turn red, then there is no 

need to press Configure.  An example of that 

would be changing the Voltage to PD (VDC) 

value. 

 

Once the PSE emulation is configured, the PDA Interactive dashboard indicator at 

the bottom of the menu will update to describe some critical characteristics of the 

PSE emulation.  In Figure 4.8, the indictor says that the emulated PSE is 2-Pair 

powering with 30W capacity, and that it will furnish 45.5 volts to the PD interface.  

This dashboard indicator is present no matter which tab menu is selected.  
 

In Figure 4.9, the PSE is configured to the following setup: 
 

¶ PSE will power both pairsets (4-Pair) and classify on the Alt -A pairset 

¶ Power polarity will be MDI -X (ñnegativeò) on the Alt-A pairset and MDI  

(ñpositiveò) on the Alt-B pairset 

¶ PSE is Type-3 (60W), that is, will classify with up to 4 events depending on 

PD classification 

¶ Mark Event following classification will be 160 msec 

¶ Voltage at PD input will be 42.5V 

¶ Pairsets will power at exactly the same time (0 Stagger) 

Figure 4.8  PSE Emulation Dashboard Indicator 

Figure 4.9  Type-3 PSE Example 

1 The PDA-604 presents approximately 1.6W of source resistance on each powered pairset meaning actual output voltage 

may be slightly lower than the programmed voltage when load currents are higher. 
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4.2.2. PD Discovery 

In order to test the PD properly, PDA Interactive also needs to verify that a valid PD 

is connected to the instrument and to discover that PDôs front-end structure (Single 

or Dual Signature) and its Classification.  As discussed in section 4.2 above, this 

operation must be completed before other tab menus will be enabled. 

 

Discovering the PD is easily done by simply pressing the Discover PD button when 

it is configured red (see Figure 4.10).  Until this is done, the PD dashboard indicator 

in the lower right of the menu will indicate Class UKNOWN. 

 

Regardless of how the PSE Emulation is configured, the result of the Discover PD 

operation will be one of Single Signature (SS) Class 0-8 or Dual Signature (DS) 

Class 1-5 (see Figure 4.11).   In other words, all possible 802.3at and 802.3bt compliant PDôs are characterized by 

Discover PD. 

 

Important!   If the connected PD is altered during testing and the 

newly connected PD has a different PD classification, the Discover 

PD should be pressed to re-discover the actual connected PD 

classification so that the dashboard indicator is accurate at all 

times.  

 

Finally, if no PD or if a severely defective PD is connected when Discover PD is executed, a message will appear 

indicating that the PD is not recognizable as an 802.3 PD and the dashboard indicator will not update.  The Discover 

PD button will therefore remain red and access to other tab menus will continue to be disabled. 

 

4.2.3. PD Signature Testing 

The PDA-604 instrument measures the following PD signatures: 
 

¶ Detection Resistance (Rdet) 

¶ Detection Capacitance (Cdet) 

¶ Classification (Class Sig mA) 

 

The measurements are always performed using the PSE Emulation defined above 

in section 4.2.1.  That means that all three signature types will be assessed using the 

selected pairset(s) (Alt -A, Alt -B, or both for 4-Pair) and the selected polarity(s) 

(MDI  or MDI -X) defined in that PSE Emulation.   

 

When detection signature measurements are performed, the PDA-600 instrument 

has the capability to cycle the detection probe repeatedly much like a power-

managed (or system) PSE might do preceding power-up.  This then exposes the PD-

under-test to possible ñreal worldò condition of 

recycling probes.   The PD Detection (N Cycles) setting governs how many 

detection cycles will be performed up to a maximum of 64.  The actual detection 

signature measurement can then be taken on just the final cycle by selecting Final, 

or it can be the average of measurements from all 

probing cycles by selecting Average. 

 

In Figure 4.13, a detection resistance 

measurement is performed from a 4-Pair 

emulated PSE by selecting Rdet (kohm) and 

pressing Measure.  Just a single probe cycle is 

utilized. The results are valid 802.3 PD signatures 

of 25.5 KW and 25.42 KW. 

 

In Figure 4.14, a detection capacitance 

measurement is performed from an Alt-B 

emulated PSE by selecting Cdet (uF) and 

pressing Measure.  In this case, the instrument is configured for 3 probe cycles and the 

Average result is reported.  The result is a valid 802.3 PD signature of 0.10 mF.  

 

In Figure 4.15, a class signature measurement is performed by selecting Class Sig 

(mA) and pressing the Measure button.  In this case, the PSE Emulation configured 

Figure 4.10  Discover PD Button 

Figure 4.11 PD Dashboard Indicator 

Figure 4.14 Cdet Measurement 

Figure 4.13 Rdet Measurement 

Figure 4.15 Class Measurement 
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was 4-Pair with both Class Alt-A and Class Alt-B selected and 60W selected. The discovered PD is class 5, so 4-

Events are produced and measured.  The PD tested here presents a valid ~40 mA signature on class events 1 and 2, then 

valid ~2.8 mA signature on class events 3 and 4, along with a valid 2.2 mA Mark Event load between classification 

events.  The Assigned PD Class (see section 2.8) is 5. 

 

The number of classification events utilized in assessing the PD class signature depends on the PSE Emulation and the 

discovered PD as follows: 

 

PSE Type (802.3 std) PSE Power Capacity Discovered PD Class Class Event Count 

Any 15W   Any 1 

Any 30W   0 - 3 1 

802.3at 30W 4 - 8 2  

802.3bt 30W 4 - 8 3 

802.3bt 45W 0 - 3 1 

4, 6, 7, and 8 3 

5 4 

60W 0 - 3 1 

4 3 

5 - 8 4 

75W 0 - 3 1 

4 3 

5, 6, and 8 4 

7 5 

90W 0 - 3 1 

4 3 

5 - 6 4 

7 - 8 5 

 

The Class Sig measurement is not affected by the PD Detection (N Cycles) setting ï just a single cycle of classification 

is utilized. 
 

Note!  If a signature measurement is performed while the PD dashboard indicates Class UKNOWN, then the 

measurement will automatically invoke the Discover PD process before completing the signature measurement. 

 

4.2.4. PD Signature Sensitivity Testing 

The PDA-604 supports the ability to assess detection resistance and classification signatures over the practical range of 

PSE probing voltages.   These are referred to as sensitivity measurements as they assess signature variation as a 

function of probing voltage.   These measurements are directed to a single pairset so PSE Emulation must be 2-Pair. 

 

In Figure 4.16, an Rdet sensitivity measurement is performed by selecting Rdet(Alt -*)  and pressing the Measure 

button.  The measurement is performed on the PSE emulation-defined pairset (Alt-A or Alt-B) with the emulation-

defined polarity (MDI or MDI-X).  The measurement reports detection resistance 

at 2.7V, the minimum allowable probe voltage and at 10.1V, the maximum 

allowable probe voltage.  The mid-range, or ñSTDò measurement is equivalent to 

the Rdet measurement under PD Signatures. 

 

When the Measure button is pressed, a notification that this measurement is time 

consuming is presented (see Figure 4.16) as the measurement typically takes on 

the order of one minute to complete. 

 

In Figure 4.17, a classification signature 

sensitivity measurement is performed on just 

the first PD classification event by selecting 

Class EV1 and pressing Measure.  PD Classification load current is assessed at 

14.5V, the minimum allowable probe voltage, and then again at 20.5V, the 

maximum allowable PSE probe voltage.  As with Rdet sensitivity, the 

measurement is performed on the PSE emulation-defined pairset and polarity. 

 

This too is a lengthy measurement, consuming about 20 seconds as indicated in the 

status notification (see Figure 4.17). 

Figure 4.16 Rdet Sensitivity 

Figure 4.17 Class Sensitivity 
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4.3. Analysis Tab Menu 

The Analysis tab menu (see Figure 4.19) facilitates manual testing and troubleshooting of a powered device (PD).  The 

menu offers an array of testing resources including:  

 

¶ Manual powering of a PD and power removal from the PD 

¶ DC meter of voltage, current, power, and back-feed voltage 

¶ Highly configurable waveform traces 

of voltage, current, power, and 

combined voltage and current 

¶ Long duration streaming traces of PD 

power consumption with violation 

analysis 

¶ Configurable transient triggered 

traces 

¶ Load Monitor access for strip 

charting PD power consumption over 

long periods of time with violation 

analysis 

 

The Analysis tab menu is only accessible 

following configuration of the emulated 

PSE (see section 4.2.1) and discovery of 

the connected PD (see section 4.2.2). 

 

 

 

 

 

 

 

 

 
 

4.3.1. PD Powering and Power Removal 

The PD Powering sub-menu is generally utilized to apply power to a PD and then to remove power from the PD.   

When power is applied, it is always preceded by a PD classification that is dependent upon the PSE Emulation (see 

section 4.2.1) and the discovered PD (see section 4.2.2). 

 

Inside the PD Powering menu (see Figure 4.20), characteristics of the 

emulated PSE are shown including the powered pairset(s) (2-Pair or 4-

Pair) and capacity (90W in Figure 4.20), the classification pairset (A, B or 

A+B),  the Event Count that will precede each power-up, and the Final 

Mark  time duration between classification and power application.  These 

settings are all adjusted with the PSE Emulation defined.   The 4Pr Stagger 

also reflects the PSE Emulation setting for Power Stagger (msec), that is 

the delay between Alt-A and Alt-B in a 4-Pair power-ups. 

 

This menu also offers the ability to set the input voltage at the PD interface 

over the range of 28 VDC to 57 VDC.  This control replicates the voltage 

control seen earlier in the PSE Emulation portion of the PSE/PD tab menu.  

It defines the voltage that will be applied when power is turned on to the PD 

and its value is always shown in the PSE dashboard display (see Figure 

4.20). 

 

Additionally, while power is being applied to the PD, the voltage may be adjusted ñon the flyò using the Update button 

that only activates while the source power is turned on.   For example, if the PSE was powered up to 48 VDC and it is 

desired to change that to 52 VDC, the user would alter Voltage to PD to be 52, then press Update. 

 

  

Figure 4.19 Analysis Tab Menu 

Figure 4.20 PD Powering Sub-Menu 
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Generally, power is applied to the PD by pressing the Class & Power button.   As stated earlier, this will result in an 

802.3at specification compliant classification process immediately followed by powering the PD with the voltage 

defined by Voltage to PD.  The PD classification is important to Class 4 and above PDôs that require multi-event 

classification in order to draw higher power levels.  For those 

PDôs, if the Event Count = 1, they are restricted to draw no 

more than 13 W and if Event Count is 2 or 3, then they are 

restricted to draw no more than 25.5 W. 

 

Once the source is turned on, the PWR A: and/or PWR B: 

dashboard indictors will turn green according to which pairsets are powered as shown in Figure 4.21.  Power is 

removed from the PD by pressing the Remove Power button at which point the dashboard indicators will turn ñoffò. 

 

The PDA-600 instrument supports a special mode of powering designed for studying PD turn-on and turn-off voltage 

levels.  When Von/Voff Ramp is selected (see Figure 4.22), the Class & Power 

button is renamed to Ramp Up and the Remove Power button is renamed to 

Ramp Down.  In this configuration, PD input voltage slowly slews from 28 VDC 

to the setting in Voltage to PD at a rate of approximately 5 volts per second.  So a 

power-up to 50 VDC would consume between 4 and 5 seconds.   As shown in 

Figure 4.22, trace metering (see section 4.3.3) can work in conjunction with the 

power ramps to observe voltage and current inflections indicating PD turn-on and 

turn-off points.  

 

When power is applied with the voltage ramp, the Von/Voff Ramp check button 

disables because the only option for power removal is to ramp the voltage back 

down via the Ramp Down button.   The Ramp Down will run at a similar slew 

rate from the current Voltage to PD setting down to 28 VDC. 

 

The option also exists to perform a PD classification without applying power.  

This is done by selecting the Class Only check button whereby the Class & 

Power  button will only produce a PD classification and the Remove Power 

button will become disabled.  This mode can be used for triggering traces to 

observe PD classification as described below in the Trace Metering Menu (see 

section 4.3.3). 

 

4.3.2. DC Parameters Menu 

The DC Parameters sub-menu (see Figure 4.23) enables immediate measurement of DC parameters.   While the 

meters will function with or without power applied to the PD, the primary purpose of these measurements would be to 

assess parameters while powering 

the PD.    

 

The Voltage and Current 

measurements are averaged over 

100 msec while the Power 

measurement is sampled and 

averaged over one second (see 

Figure 4.24).   Measurements are 

performed by selecting the desired 

meter and pressing the Measure 

button.  With 4-Pair powering, 

Current  and Power will  present 

both combined (total) and 

individual pairset readings. 

 

The reflected voltage 

measurement, Vrefl  if 4-Pair 

powering and Vbkfd  if 2-Pair 

powering, is a measurement of 

voltage on an unpowered pairset 

while the other pairset is powered.   The front end full wave bridge in a 

conforming PD should block any voltage on a powered pairset from appearing 

on an unpowered pairset.   If the Emulated PSE is 4-Pair powering, then 

Vrefl  requires that power be removed from each pairset for the measurement 

on that pairset.  After a Vrefl measurement, power will be removed. 

Figure 4.21 Power Status ñLEDò Indicator 

Figure 4.22 Voltage Ramp to PD 

Figure 4.23 DC Voltage Measurement 

Figure 4.24 Other DC Measurements 
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4.3.3. Trace Metering Menu 

Trace metering is a powerful analysis and diagnostic resource provided by PDA Interactive working with PDA-600 

instruments.  Waveforms can be captured and graphically displayed for each of the following parameters: 

 

¶ Voltage 

¶ Current 

¶ Instantaneous Power 

¶ Voltage and Current Combined 
 

Waveforms are always displayed in Microsoft Excel1 

spreadsheet reports (see Figure 4.27).   Important!   In order for waveform traces to open, Excel must be configured to 

fully enable macro execution.  This is also a requirement of test reports for the PD Conformance Test Suite(s) (see 

section 5.3).   Excel macros are enabled from the [File] [Options] [Trust Center] 

drop down menu (see Figure 4.25). 

 

In Figure 4.26, a Voltage trace is configured with the following options:  

Sample Period = 1 msec, Trace Duration = 5.0 seconds, Immediate 

triggering.    With this configuration, pressing the Measure button will 

immediately start the 

voltage trace that will 

then automatically 

open (ñpop upò) (see 

Figure 4.27) after the 

five second trace 

duration.   Because the 

PSE Emulation is 2-

Pair Alt -A, the 

selected Pairset is Alt -

A and a single trace of 

voltage on the Alt-A 

pairset is presented. 

 

 

 

 

 

 

Sample Period and trace Duration  are interrelated settings that depend upon the type of meter selected and whether the 

PSE Emulation is configured for 2-Pair (Alt -A or Alt-B) versus 4-Pair. The following table shows these relationships, 

utilizing a few of the Sample Periods to compute minimum and maximum trace Durations. 

 

 Meter Sample Period 2-Pair PSE 

Emulation 

4-Pair PSE 

Emulation 

Sample Period  

Range    msec / sample 

Voltage  0.025 to 20  2 to 20  

Current  0.025 to 20  1 to 20  

Power, V+I  0.05 to 20  2 to 20 

Duration Range 

seconds 

Voltage Minimum msec 0.00005 to 0.128  0.004 to 5.12  

1 msec 0.002 to 5.12  

20 msec 0.04 to 102.4   0.04 to  51.2   

Current Minimum msec 0.00005 to 0.128  0.002 to 2.56 

1 msec 0.002 to 5.12  

20 msec 0.04 to 102.4   0.04 to 51.2 

Power, V+I Minimum 0.0001 to 0.128  0.004 to 2.56  

1 msec .002 to 2.56  

20 msec 0.04 to 51.2  0.04 to 25.6  
 

 

Important!   Generally, because Duration  is the dependent variable, it is advised that the Sample Period should be 

configured before specifying the desired trace Duration . 

 

1 Trace reporting requires Microsoft Office, version 2007 or newer. 

Figure 4.25 Excel Macro Enabling 

Figure 4.26 Voltage Trace  

Configuration 
Figure 4.27 Voltage Trace (5 sec., 1 msec Samples) 
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In Figure 4.28, a Power trace is configured to measure a 4-Pair power load.  This 

option is possible because the PSE Emulation is set to 4-Pair. Given that emulation, 

metering can also be directed to analyze only the Alt -A pairset or the Alt -B pairset. 

 

  Sample Period is configured 

to 5 msec and Duration  is 

configured to 4 seconds.  

Triggering is Immediate so 

the trace is started when the 

Measure button is pressed.   

Figure 4.29 shows the result 

of this Power trace.   The trace 

report includes a header 

indicating Minimum and 

Maximum power levels within 

the trace and the timing of 

those points.  Average power 

is also presented in the header.  

Because this is a 4-Pair 

measurement, the power is the combined power of both the Alt-

A and Alt-B pairsets. 

 

Traces can also be triggered on specific events that include: 

 

¶ Start of Classification 

¶ Power Application 

¶ Power Removal 

¶ User Specified  Load Transitions 

 

When the trace meter is configured to trigger on Classification (see Figure 4.30), pressing the Measure button places 

the meter into an ARMED state where it will wait for the instrument to initiate PD classification in order to start the 

trace.   PD classification is initiated after the Class & Power button is pressed in the 

PD Powering sub-menu. 

 

In Figure 4.31, a Current  trace combining both pairsets (4-Pair) triggered on 

Classification is collected.  In this trace, 4-event classification is shown with mark 

events separating the class events and power-up following the final mark event.  The 4-

event classification results from a PSE Emulation and Discovered PD matching one 

of the following: 

 

1.   PSE Emulation is 45W and Discovered PD is Class 5 

2.   PSE Emulation is 60W and Discovered PD is Class 5, 6, 7,  or 8 

3.   PSE Emulation is 75W and Discovered PD is Class 5, 6, or 8 

4.   PSE Emulation is 90W and Discovered PD is Class 5 or 6 

5.  

The Classification trigger option is only available for selection when the PD is not 

already powered by the PDA-600 instrument.   

 

 

 

 

The Power On/Off triggering option enables trace collection to 

start on either the application of power or the removal of power.  

When this trigger mode is selected and the Measure button is 

pressed, one of either the Class & Power (or Ramp Up) and the 

Remove Power (or Ramp Down) buttons will disable depending 

on the powering state of the PDA-600 instrument.  For example, if 

the instrument is not powering the PD, then the Remove Power (or 

Ramp Down) button will disable and the trigger event can only be 

generated after pressing Class & Power (or Ramp Up).   

 

Conversely, if the instrument is powering the PD, then the Class & 

Power (or Ramp Down) button will disable and the trigger event 

Figure 4.28 Power Trace 

Configuration 

Figure 4.29 Power Trace (4 sec. 5 msec Samples) 

Figure 4.30 Current Trace 

Armed State 

Figure 4.31 Classification Triggered Current 
Trace 
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can only be generated after pressing Remove Power (or Ramp Down).   

 

In Figure 4.32, a (4-Pair) Voltage & Current  trace with 10 msec sampling and a 

duration of 10 seconds is configured to trigger on a Power On/Off event.  When the 

Measure button is pressed, the meter enters the ARMED state.    

 

In the PD Powering sub-menu, 

the Von/Voff Ramp option is 

selected and because the 

instrument is not presently 

applying power to the PD, the 

Ramp Up button is activated and 

Ramp Down is disabled.  

Pressing the Ramp Up button 

then initiates this trace and after 

10 seconds, produces the trace 

report shown in Figure 4.33.   

The trace starts when the power 

source turns on at 28 VDC and 

starts ramping up.   Clearly 

visible in this trace is the voltage (~ 42V) where the PD turns on 

and starts drawing ~1250 mA. 

 

Traces that are in the ARMED state or are actively collecting 

samples may be terminated by the user by pressing the Terminate button that activates while the trace meter is armed 

or actively sampling. 

4.3.4. Voltage & Current Trace Reports 

The Voltage & Current trace report (see Figure 4.33) offers a special Trace View menu feature.  This feature will also 

appear on Multi-Parameter Stream trace reports discussed later in section 4.3.7. The Trace View menu (see Figure 

4.34) allows viewers to instantly select any meter trace of interest.  The options are: 

 

View Explanation 

Voltage (Blue + Light Blue) Voltage(s) only trace  

Current (Red) 2-Pair or 4-Pair Current only trace 

Voltage+Current (Blue + Light Blue) Voltage(s) trace and (Red) 2-Pair or 4-Pair Current 
trace 

1 sec Avg Power (Green) 2-Pair or 4-Pair Power (watts) trace with 1 sec running average 

Inst Power (Brown) 2-Pair or 4-Pair Power (watts) trace with no averaging 

1 sec Avg + Inst Power (Green) 2-Pair or 4-Pair Average Power and (Brown) 2-Pair or 4-Pair 
Sampled Power (watts) 

Voltage + 1 sec Avg + 
Inst Power 

(Blue + Light Blue) Voltage(s) and (Green) 2-Pair or 4-Pair Average 
Power and (Brown) 2-Pair or 4-Pair Sampled Power (watts) 

 

All Excel trace reports, including the Voltage & Current report, 

include a Trace Data tab where all of the tabular data used in 

plotting the trace on the Results tab is stored (see Figure 4.35).   

This data is available for any manual searches or computations 

that might be of interest while analyzing trace data taken from a 

PD. 

 

 

 

 

The raw captured trace data utilized in the spreadsheet report can 

be directly accessed from a comma-separated text file (.csv) 

located in the following folder: 

 

 

C:\Users\Public\PDA600\Results\<PDA Serial #>\pda600_trace_data.csv. 

 

Figure 4.34  Trace 
View  Menu 

 

Figure 4.32 VoltageïCurrent 
Trace with Power-On trigger 

Figure 4.33  VoltageïCurrent Trace triggered from 
Ramp Up 

 

Figure 4.35  Trace Report 
Tabular Data 

 



PDA-604 Technical Reference Manual 

November 17, 2024                                    Sifos Technologies Page  39 

4.3.5. Trace Metering with Trigger Delay 

Trace meters offer the ability to delay triggering from a specified trigger event.   This 

feature enables highly resolved traces covering small time windows.  The typical 

application for this feature would be to study PD load ñspikesò or anomalies shortly after a 

power-up. 

 

In Figure 4.36, a (4-Pair) Power trace is configured so that a 0.5 second trace with 2 

msec sampling will trigger exactly 0.25 seconds after power application to the PD.   So the 

captured trace will window the time period 0.25 to 0.75 seconds following power-up.    

 

Trigger Delay could also be utilized to create highly resolved views of load current 

during portions of PD classification using Classification triggering and also to zoom in on 

PD turn-on and shut-down transients using Von/Voff Ramp mode powering and the 

Power On/Off triggering mode. 

 

4.3.6. Transient Triggered Traces 

The Transient Triggered trace is a very useful tool for troubleshooting unexpected PD load transients, or excursions, as 

the PD is powered at any user selected voltage.   The Transient trigger option is only available while the PDA-600 is 

furnishing power to the PD and the selected trace meter is one of Current , 

Power, or Voltage & Current .   Transient triggered traces will report either 

current (mA), instantaneous power (watts), or voltage+current (see section 

4.3.4) depending upon the trace meter selection. 

 

The Transient trace has the ability to run indefinitely until a user specified 

criteria is met.  The trace can be cancelled at any time by pressing the 

Terminate button that activates while the trace is running.  The trace will 

utilize the user-specified Sample Period and Duration . 

 

The Transient Trace sub-menu (see Figure 4.38) is the means by which the 

Transient triggering criteria is established.  

This sub-menu only activates when 

Transient trigger mode is selected.   Within 

this menu, Trigger Criteria  can be 

described as either Above for Below a 

threshold level.  So either rising edge or 

falling edge thresholds may be specified. 

 

The Trigger Criteria  also specifies whether 

the thresholds are in units of Current  (mA) 

or Power (watts).  The Pairset Threshold is 

the numeric value of the threshold and 

should be entered either as mA if Current  is 

selected or watts if Power is selected.  The term Pairset Threshold is utilized because 

when testing 4-pair powering with the PDA-604 instrument, the Transient trigger 

threshold is always restricted to just one of the two powered pairsets.    

 

In Figure 4.38, the Trigger Criteria is defined as Above a numeric threshold (i.e. rising 

edge) and the units of that 

threshold are Power, specifically 32 watts in this case.   This 

means that the transient trace will run until the instantaneous 

power load meets or exceeds 32 watts per pairset, or given 4-Pair 

powering, 64 watts total whereupon the trace will automatically 

terminate and present the load current waveform. 

 

The Trigger Location selections specify where in the transient 

trace the edge that exceeds the threshold should appear.  10% 

(Start) means it will be 10% of the Duration specified into the 

trace.  50% (Center) means the transient will start half way into 

the captured trace and 90% (End) means the transient will begin 

at 90% of the trace Duration .   In Figure 4.39, a transient current 

associated with the excursion above 64 watts (32 watts / pairset) 

defined in Figure 4.38 was captured and placed 50% (Center), 

that is, in the middle of the trace window.  

Figure 4.36  Trigger Delay 

 

Figure 4.37  Arming a Transient Trace 

 

Figure 4.38  Transient Trigger 
Criteria 

 

Figure 4.39  27 Watt and 690 mA Excursion 
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4.3.7. Multi-Parameter Stream Traces 

Note!  Streaming traces are only available to PDA-600 instruments licensed for 

the 802.3at PD Conformance Test feature (see section 1.5). 

 

Another powerful capability of the PDA-600 is the ability to run virtually 

continuous sampling of PD power consumption, producing a multi-parameter trace 

report (see section 4.3.4) that includes IEEE 802.3at limit violation indicators for 

Pclass_pd, Ppeak_pd, Tcut windows, and MPS low power (see sections 2.1 and 

2.13).   

 

When Multi parameter Stream trace is selected (see Figure 4.41), the Sample 

Period options are reduced to either 5 msec or 10 msec per sample.  With 5 msec 

per sample, the streaming trace Duration  can be up to 5242 seconds (over 87 

minutes) and with 10 msec, that maximum Duration  can double (over 174 

minutes).  Pairset selections are disabled because the stream trace strictly follows 

emulated PSE powering that is either 2-Pair or 4-Pair as shown in the PSE 

dashboard. 

 

Streaming traces are initiated by pressing the 

Measure button (see Figure 4.42) and will 

always begin by classifying and then powering the PD using the settings displayed in 

the PD Powering sub-menu.   If the PD is already powered, then power will first be 

removed.   Time zero in a streaming trace is always the start of PD classification. 

 

Streaming traces may always be cancelled while they are 

running by pressing the Terminate button.  When 

streaming traces complete, the PD will remain powered. 

 

Stream traces open to a special report with features 

similar to the Voltage & Current  trace report seen above 

in section 4.3.4.  The default, or opening view of the 

report is voltage and current traces (see Figure 4.43).  In 

this example, a stream trace of Duration  60 seconds with 

5 msec Sample Period was run. 

 

Alternative views are as described in section 4.3.4.    In 

Figure 4.44, the report view is changed to 1 second 

Average Current. 

 

The Stream trace report also performs IEEE 802.3 

parameter limit checking and displays those results in the 

report header.  If a violation is discovered, the time of the initial violation is reported and the violation is annunciated in 

red.   In Figures 4.43 and 4.44, there is a Ppeak_PD violation reported. 

 

IEEE 802.3 limit violation categories include: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Stream trace reports include the Trace Data tab  (see Figure 4.35) that contains all of various trace data for each view 

and also contains flag markers for any limit violations discovered. 

  

Heading Explanation 

Pclass_PD Average power draw (1 sec window) 

(e.g. 51.0W for Class 6 PD) 

Ppeak_PD Peak instantaneous power draw 

(e.g. 28.3W for Class 4 PD) 

Window Exceed Pclass_PD for over 50 msec 

Duty Cyc Exceed Pclass_PD over 5% of time 

MPS Below Iport_mps_min current for 
greater than 350 msec 

MPS Duty Below  Iport_mps_min current for more 
than 250msec per 325msec window 
(77% duty cycle) 

Figure 4.42 Active Trace 

 

Figure 4.41  Streaming Trace 
Configuration 

 

Figure 4.43 Stream Trace Opening View 

 

Figure 4.44 Stream Trace Average Current  View 
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4.4. Load Monitor 

Note! The PDA-600 Load Monitor is only available to PDA-600 instruments licensed for the 802.3at PD 

Conformance Test feature (see section 1.5). 
 

Multi -parameter Stream traces, as described above in section 4.3.7, are collected and then displayed in the standard 

trace spreadsheet report following collection of the complete trace.  While this has the benefit of producing a fully 

formatted report covering a user-specified time duration, it does not allow the user to 

observe PD power load behaviors continuously in real time. 

 

Another form of streaming trace, the Load Monitor , provides real-time charting of PD 

instantaneous and average load power over potentially very long time durations.  This 

form of streaming trace does not display voltage or current in real time, though both may 

be evaluated once the trace has been stopped.  

 

The Load Monitor (see Figure 4.48) is a separate stand-alone graphical user interface that 

is accessed via the Open Load Monitor button (see Figure 4.47) in the Analysis tab 

menu.  When the Load Monitor is opened, the PDA Interactive tab menu is withdrawn. 

 

  Important !   The Load Monitor is only partially constrained by the PSE Emulation 

formed in the PSE/PD tab menu.  The powered pairset(s), that is 2-Pair Alt -A, 2-Pair 

Alt -B, or 4-Pair (see section 4.2.1), will be utilized by the Load Monitor when sourcing power.  However, PD input 

voltage and class event counts are configured locally in the Load Monitor and do not affect settings described in section 

4.2.1.  The Load Monitor 

(classification) Events counts are 

constrained only by the Type-3/4 

license option for the PDA-604 

(see section 1.5).   In addition, for 

PDA-600 instruments licensed for 

LLDP Emulation and Analysis 
(see section 1.5), the Load Monitor 

supports LLDP power negotiation 

to specified power allocations after 

PD power is applied at the start of a 

trace.  Finally, the Load Monitor 

performs its own PD discovery 

when it opens ï this is independent 

of the Discover PD operation 

described in section 4.2.2. 
 

The one configuration of the Load 

Monitor influenced by the Analyze 

tab menu is the Sample Period 

(msec).   The Load Monitor, by 

default will sample at 5 msec 

intervals1.  However, if the Sample 

Period is set to 10 msec in the 

Analyze tab menu before the Load Monitor is opened, the Load Monitor will sample at 10 msec. 

 

In real time, the Load Monitor can flag the same violations as the streaming trace described earlier in section 4.3.7.   

Violations are flagged in real time.  More specifically, Ppeak_PD violations are flagged as Ppeak_max violations while 

Pclass_PD , windowed power, and power duty cycle violations all are flagged as Pavg_max violations.   DC MPS and 

related duty cycle violation are reported as MPS violations in the Load Monitor header.  As with the streaming traces 

described in section 4.3.7, the Load Monitor generally must start from an unpowered state so that the PD may be 

classified.  PD classification and if utilized, LLDP allocation, then establishes the proper thresholds for the three types 

of load power violations. 

 

The Load Monitor is initially configured by selecting the input voltage Vport  to the PD and the classification Events 

count preceding power-up.  The Events count options will include 1 to 3 events on all PDA-604 instruments and will 

add 4 and 5 events on instruments licensed for the Type-3/4 feature option.   If LLDP power negotiation is to be 

utilized, the Use LLDP check button is selected and the desired PSE power allocation (watts) is entered in the Alloc 

entry box (see section 4.4.1 below). 

1 See section 4.3.6, Transient Triggered Traces, for trapping short duration PD load transients with more resolved  

   timing than is offered by the Load Monitor. 

Figure 4.47 Load Monitor  

Access 

Figure 4.48 PDA-600 Load Monitor user interface 
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Load Monitoring is initiated by pressing the Start button.  This will automatically force the DC source to the OFF state, 

then initiate PD classification and power-up.  Once a Load Monitor trace has started, the Start button will be renamed 

to Stop and the trace may be stopped at any time by pressing the Stop button.  After the PD is classified, the measured 

PD classification (Discovered Class) and the allowed power classification at power-up (Assigned Class) are displayed. 

 

As the Load Monitor trace runs, limit lines in red will be displayed indicating the thresholds for Pclass_PD_max and 

Ppeak_PD_max (see Figure 4.49).   They are labeled Pavg_max and Ppeak_max respectively.  Instantaneous power is 

plotted in gold while 1-second moving average of load power is plotted in dark blue.   Any excursion of the gold 

(instantaneous power) across the Ppeak_max limit line will be flagged as a Ppeak_max violation.  Any excursion of 

the average load power across the Pavg_max limit line will be flagged as a Pavg_max violation.   Similarly, a 

continuous excursion of the instantaneous power across the Pavg_max limit line for a time frame exceeding 50 msec 

(Window violation) will be flagged as a Pavg_max violation.   Finally, if greater than 5% of instantaneous power 

samples cross the Pavg_max limit line, that too will be flagged as a Pavg_max violation.  For further information 

regarding PD load power requirements and limitations, see section 2.1 of this manual. 

 

There is no limit line for DC MPS because that is measured in units of current (mA), not power (watts).  However, the 

load monitor is aware of load current and will sense if load current drops below 10mA for a time window exceeding 

250 msec, in which case, an MPS violation will be flagged.   Similarly, if fewer than 17% of load current samples are 

above 10mA, that too will flag an MPS violation. For further information regarding PD MPS requirements and 

limitations, see section 2.13 of this manual. 

 

The Load Monitor can be configured to run continuously or to terminate automatically after one hour using the Trace 

Length settings (see Figure 4.49).   In addition, users may configure the Load Monitor to automatically terminate, or 

ñfreezeò when any type of violation condition is discovered by checking the Stop on Violation check button prior to 

starting the trace.  This feature is extremely useful for observing and characterizing rare intermittent power or load 

current violations.    

 

There is also an option to terminate the Load Monitor trace without turning off the DC source power.  This is 

accomplished by selecting the Keep Pwr ON when stopping check box prior to starting the trace.  Given this setting, 

the Load Monitor may then be re-started without power cycling the PD and the previous assigned PD classification and 

associated limit lines will still be in effect.   It should be noted that this will reinitialize any trace data collection by the 

Load Monitor.  All trace data collected prior to pressing Stop will be erased any time the Start control is pressed. 

 

The Load Monitor includes three scaling controls to adjust the vertical axis range.  Ymax controls the upper limit and 

Ymin  controls the bottom limit of the vertical axis.   These may be adjusted while the trace is running. The Zoom Out 

button restores the original scaling. 

 

Figure 4.49 depicts a Load Monitor trace with three violations shown: 
 

1. Windowed (Power) Violation reported as Pavg_Max VIOLATION : PD load power exceeds Pclass_PD maximum 

of 25.5W (class 4) for over 50msec (Tcut_min). 

2. Peak Power Violation 

reported as Ppeak_max 

VIOLATION :  PD load 

power exceeds 28.3W (class 

4) maximum peak power for 

one or more samples 

3. MPS VIOLATION :  PD 

load current falls below 

Iport_mps for greater than 

250 msec. 

 

 

 

  

Figure 4.49 Load Monitor trace with three violations 
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Once a Load Monitor trace is completed, the collected 

trace may be exported to the standard trace spreadsheet 

report (see Figure 4.50) by pressing the Display Trace 

button.  This opens the same report discussed earlier in 

sections 4.3.4 and 4.3.7.  Using this data, details of any 

violation captured can be further studied.  Trace data 

including voltage and current samples are then available 

in the same CSV file (see Figure 4.51) described in 

section 4.3.4. 

 

The Load Monitor  is very useful for viewing PD 

responses to different operating states and conditions 

and may be essential to establishing PD conformance to 

critical IEEE 802.3 requirements.  Many, if not most, 

PDôs will fail to present power and current loading 

extremes during the relatively short duration PD 

Conformance Test that is the subject of section 4.5.   

 

 

 

Many, if not most, PDôs require some sort 

of external interaction or external control 

in order to exercise all of the possible 

power draw states.   For this reason, full 

PD compliance testing should include 

both the automated PD Conformance Test 

complemented by use of streaming traces 

and/or the Load Monitor. 

 

 

 

 

 

 

 

 

 

 

4.4.1.  Using the PDA602 Load Monitor to Emulate LLDP Power-Granting PSEôs   

Note!  LLDP Emulation within the PDA-604 Load Monitor requires that the PDA-604 instrument be licensed for the 

LLDP Emulation for 802.3at feature that is also prerequisite to the LLDP Emulation for 802.3bt  feature (see 

section 1.5). 

 

The Load Monitor offers another essential capability that is not available to the trace measurements.   The Load 

Monitor can emulate a PSE that allocates power to a PDôs requiring more than 13W using PoE LLDP (DLL) protocols.   

 

PDôs requiring more than 13W are required by IEEE 802.3 to support PoE LLDP protocol as described earlier in 

section 2.10.   This means that the PD must have the ability to communicate a power requirement via LLDP packets.  

That power requirement, conveyed in tenths of a watt, is of interest to PSEôs that are managing power across multiple 

ports.  So for example, a Class 6 PD requires 44.6 watts to operate.   A Type-3 or Type-4 PSE that utilizes PoE LLDP 

would receive this as a power request from the PD and then allocate that power level, communicating that allocation (or 

authorization) back to the PD.   From that point forward, the PD is obligated to perform within that 44.6 watt budget 

rather than the maximum 51.0 watt budget that a Class 6 PD is granted when a Type-3 or Type-4 PSE performs 4-Event 

classification prior to power-up. 

 

The Load Monitor is used to assess two fundamental traits of the LLDP-capable PD insofar as PoE LLDP is concerned: 

 

¶ Verify that the PD, following a power demotion, maintains a power load at or below the assigned class maximum 

power level.  Example:  A class 5 PD receiving 3-event classification would need to operate below 25.5W. 

¶ Verify that after the PD receives an LLDP allocation for its requested power level, the PD average and peak power 

levels, including windowed power and peak power duty cycle, comply with the allocated power. 

Figure 4.50 Load Monitor of figure 4.31 exported to report 

Figure 4.51 Violation detail from Trace Data page 
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This capability, in conjunction with the PDA-604ôs ability to forward user-

generated traffic to and from the PD, serves as a powerful means to tune 

and verify PD power requests. 

 

To emulate a PSE that uses LLDP for PD power allocation, the Use LLDP 

check box is selected prior to starting a Load Monitor trace (see Figure 

4.52).   To evaluate PD response to power demotion, the Events count 

would be set to a physical layer grant that is below the PDôs requested power level.  Examples of that would be: 

 

¶ A class 4 PD powered with 1 event  (Assigned Class = 3) 

¶ A class 5 or 6 PD powered with 1 to 3 events  (Assigned Class = 3 or 4) 

¶ A class 7 or 8 PD powered with 1 to 4 events  (Assigned Class = 3, 4, or 6) 

 

Separately, the available PSE power is entered or selected in the Alloc control.  This is the maximum power level 

(watts) that the PSE will allocate to the PD-under-test.  For example, if configured with Events = 1 and the intent is to 

allow a Class 4 PD to request and be granted any valid Class 4 power level, then the Alloc should be 25.5W.   If 

configured with Events = 2 (or 3) and the intent is to allow a Class 7 PSE to request and be granted any valid Class 7 

power level, then Alloc should be 62.0W. Stated another way, the PSE emulation will grant the PD request if it is at the 

Alloc power level or below. 

 

The PDA-604 allows the selection of either the original 802.3at (12 octet) LLDP protocol or the newer 802.3bt (29 

octet) LLDP protocol.  The LLDP Protocol radio buttons, 802.3at and 802.3bt, activate when the Use LLDP check 

box is selected.  Type-2 PDôs utilize 802.3at protocol and Type-3/4 PDôs should utilize 802.3bt protocol but may 

utilize either protocol 

 

In Figure 4.53, a Load Monitor trace depicts 

a Type-3 (Class 6) PD that requests 49.5 

watts to a PSE port that has 51.0 watts 

available.  The PSE then allocates the 

requested 49.5 watts and the limit lines for 

Pavg_max and Ppeak_max are adjusted to 

reflect the allocated 49.5 watts.  From that 

point forward, any reported power violations 

will be in conjunction with those adjusted 

limits. 

 

Summarizing, the Load Monitor is an 

indispensable tool for those who need to 

assure that LLDP power requests are fair and 

adequate, that is, wonôt produce 

unexpected overload shutdowns by a 

compliant LLDP capable PSE. 

 

 

  

Figure 4.52 PSE LLDP Emulation settings 

Figure 4.53 Load Monitor Trace with LLDP guided power limits 



PDA-604 Technical Reference Manual 

November 17, 2024                                    Sifos Technologies Page  45 

4.5. 802.3at Conformance Test Suite Tab Menu 

Note!  The PD Conformance 802.3at Test menu within the PDA Interactive requires that the PDA-604 instrument be 

licensed for the 802.3at PD Conformance Test feature.   PD testing with PoE LLDP further requires that the PDA-604 

instrument be licensed for the LLDP Emulation for 802.3at feature and possibly the LLDP Emulation for 802.3bt  

feature. These options were introduced earlier in section 1.5. 

 

The IEEE 802.3at PD Conformance Test Suite is an optional feature (see section 1.5) of the PDA-600 instrument that 

provides highly automated analysis of critical powered device parameters, many of which are essential to 

interoperability on all allowable network 

connections.   Using the 802.3at Test tab 

menu (see Figure 4.54), in just a few mouse 

clicks, comprehensive testing and reporting is 

performed with test results and associated 

limit analysis appearing automatically on a 

pop-up Excel spreadsheet1.    

 

The 802.3at PD Conformance Test Suite 

including test parameters and associated 

reporting is the topic of section 5 of this 

manual. 

 

Important!   The 802.3at PD Conformance 

Test only supports 2-pair powering 

configurations meaning a PDA-604 configured 

for 4 Pair in the Analyze tab menu will be 

altered when the testing is started. 

 

The 802.3at Test tab menu is organized into 

one sub-menu for Passive Tests and a second 

one for Powered Tests.  Those are addressed 

below in sections 4.5.1 and 4.5.2. 

 

A Test Cycles control (see Figure 4.54) 

allows all testing specified for a PD-under-test 

to be repeated from 2 to 10 times.  This is 

useful to assure the repeatability and consistency of tested PD parameters as the PD goes through cycles of powering 

and power removal. 

 

The Multicycle count control allows the testing process to emulate certain real-world PSEôs that, for power 

management reasons, cycle detection and classification several times prior to applying power.   It is critical that PD 

detection signatures, namely detection resistance and capacitance, are consistent across these repeated cycles.   Users 

may configure from 1 to 64 cycles of detection whereby detection signatures will be assessed for 802.3 compliance on 

the first and again on the final detection sequence. 

 

Users may also enter DUT Info  ï this is a model number 

and/or a serial number that will appear in the header of 

each test report.  It can be arbitrary text.  As testing runs, 

information regarding the current state of the test 

sequence will appear in the Status field (see Figure 4.55) 

of the 802.3at Test tab menu. 

 

The PD Conformance Test is initiated with the Start 

Test button. Once testing is started, the Stop Test button will activate and the sequence may be halted by pressing this 

button. Stopping the sequence will typically take several seconds and the test report will not automatically appear.     

 

The View Report button may be used at any time after testing is completed to open the most recent report at any time 

and will open a report for a partially completed sequence that was terminated by the Stop Test button.  Finally, the Exit 

button will terminate PDA Interactive. 

4.5.1. Passive Tests Configuration 

Passive tests include measurements of detection signatures and classification signatures.   They do not involve nor 

require application of power.    

1 Note!  Microsoft Excel 2007 or later must be separately installed and configured to allow spreadsheet macros to run. 

Figure 4.55 Test Sequence Status display 

Figure 4.54 802.3at Test Tab Menu 
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802.3 compliant PDôs are required to present signatures and receive power on each of 

four ñquadrantsò.   This was explained earlier in sections 2.3 and 2.4.   Regardless of the 

hardware design of a PD, to the outside world, the PD must be specification compliant in 

each of these quadrants, that is, ALT-A  MDI, ALT -A MDI -X, ALT-B MDI, and ALT-B 

MDI-X. 

 

Passive (and Powered) Tests can be configured to assess signatures on selected 

individual quadrants, e.g. ALT A, MDI -X, or on all four quadrants by selecting All 

Quadrants (see Figure 4.56).  When test sequencing includes more than one quadrant, 

test results will be presented on additional test report pages named by quadrant.  Userôs 

wanting to run only the powered tests can inhibit all passive 

tests by simply not selecting any quadrants in the Passive 

Tests menu (see Figure 4.57). 

 

Because the Type-2 feature license is a standard feature of the PDA-604, all PDôs, whether 

Type-1 (< 13W) or Type-2 (up to 25.5W) will be assessed with both 1-Event and 2-Event 

classification. This is because 2-Event classification is interoperable with Type-1 PDôs 

meaning that PSEôs performing 2-Event classification on all PDôs should not encounter any 

problems with classifying a Type-1 PD properly. 

 

 

 

 

4.5.2. Powered Tests Configuration 

The Powered Tests within the PDA Conformance Test Suite produce a series of parameters that are related to the PD 

both during initial power-up and then while operating under steady-state power1.  These parameters are discussed in 

section 5. 

 

The Powered Tests sub-menu is shown in Figure 4.58.   Just like the 

Passive Tests sub-menu, users may select one or more quadrants over which 

the powered tests will be run.   If no quadrants are selected, then powered 

tests will not be run at all (see Figure 4.59).    

 

For many PDôs, executing the powered tests in multiple quadrants will take 

considerably longer and will produce marginally higher defect coverage, 

provided that all four quadrants are selected and tested in the Passive Tests 

menu. Conversely, for PDôs that have 

isolated signatures on ALT A and ALT B 

pairsets and possibly isolated loads under 

each pairset, multi-quadrant powered 

testing is essential.   It is also more 

important for PDôs where front-end 

electrical design varies between the quadrants.  Users interested in testing parameter 

repeatability may choose to test multiple quadrants as a ñhigher coverageò 

alternative to selecting multiple Test Cycles. 

 

There are three levels of test coverage provided in the test suite.  These levels may 

be independently selected or combined.  The Type 1 Phy option provides power-up 

and powered on testing relevant to all Type-1 and Type-2 PDôs.  In some respects, 

this testing requires the PDA-600 to emulate a Type-1 PSE.   It is important for 

Type-2 PDôs because those PDôs may get connected to Type-1 PSEôs and must comply with Type-1 PD behaviors in 

that condition. 

 

The Type 2 Phy option is essential for Type-2 PDôs and should be performed with Type-1 PDôs when possible.  Type-

2 Phy encompasses test coverage for PD behavior in response to 2-Event classifications that grant full 25.5W power 

levels to Type-2 PDôs.   In part, this testing requires the PDA-600 to emulate a Type-2 PSE that provides 2-Event 

classification when powering any PD. 

 

 

Figure 4.56 Passive Tests 

1 It should be noted that measurement of the maximum and minimum power demand of a PD may require user 

interventions with that PD and may also take considerable time to assess.  The PDA Conformance Test will accommodate 

such user interaction as described in section 4.5.3.   The Load Monitor  described in section 4.4 is a specialized facility 

for characterizing PD power demand behavior over long periods of time. 

 

Figure 4.57 No Passive 

Figure 4.58 Powered Tests configuration 

Figure 4.59 No Powered Tests 
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The Type 2 LLDP  option is available to all instruments enabled for the LLDP -at feature.   This testing is essential for 

Type-2 PDôs only and encompasses test coverage for PD behaviors required for recognizing and responding to Type-2 

PSEôs that use LLDP for initial Type-2 power authorization and/or for ongoing power management.   In some respects, 

this testing requires the PDA-600 to emulate a Type-2 PSE that uses LLDP (DLL) to allow full power to Type-2 PDôs.   

Testing covers PoE LLDP protocol and power compliance to requested and authorized power levels. 

 

If no quadrants are selected under Powered Tests, then none of the test coverage types should be selected (see Figure 

4.59).  This will prevent powered tests from being sequenced. 

 

Another configuration within the Powered Tests sub-menu is port voltage to be applied when the PD is powered.   This 

is the port voltage at the PD interface.  The default strategy is to furnish the minimum operating voltage at the PDôs 

maximum power draw and to test using a maximum operating voltage in any power-demoted modes.   So by default, a 

Type-1 PD would be tested using Type-1 Vport Level = 38V and a Type-2 PD would be tested using Type-1 Vport 

Level = 56V during Type-1 power demotion testing and Type-2 Vport Level = 43.5V during Type-2 testing. The 

Type-1 Vport Level ranges from 37 to 57 VDC and the Type-2 Vport Level ranges from 42.5 to 57 VDC. 

 

Important!    Type-1 PDôs are expected to operate in the voltage range from 37 VDC to 57 VDC while Type-2 PDôs are 

expected to operate in the range from 42.5 VDC to 57 VDC when linked to Type-2 PSEôs.   Type-2 PDôs connected to 

Type-1 PSEôs may experience input voltages as low as 37 VDC.  When a Type-2 PD is tested including Type-1 power 

demotion, both voltage extremes are utilized in the default strategy.   Actual PD input voltage may be 0.5V to 1V below 

the values displayed in Type-1 Vport Level and Type-2 Vport Level . 

 

Dwell Time  (see Figure 4.58)  configures the amount of time that the PD Conformance Test will assess powered on 

parameters of a PD.   PDôs can take many seconds or even minutes to achieve a steady state operating mode following 

power-up.  Measurements such as minimum and maximum power demand are performed over the Dwell Time window.   

Users can direct the testing to pause prior to the Dwell Time window as described in section 4.5.3 below. 

 

The Powered Phy dwell time is the time following 1-Event and/or 2-Event classification over which power demand 

and MPS parameters are measured.  This can range from a minimum of 5 seconds to a maximum of 900 seconds.   For 

PDôs that need to be assessed over a longer period of time, the Load Monitor  (see section 4.4) should be utilized. 

 

The Powered LLDP dwell time is the time following a 1-Event power-up over which LLDP protocol, power demand, 

and MPS parameters are measured.   This can range from a minimum of 60 seconds to a maximum of 900 seconds.   

For PDôs that required a longer powered-on time, the Load Monitor  (see section 4.4) should be utilized. 

 

Finally, the Unpowered dwell time is the minimum time that passes between successive power-ups while running 

powered tests.   As each test sequence does involve multiple power-ups and power-downs of the PD, this dwell time 

will allow for PD discharging and any other PD ñresetò activities to complete before a following power-up.   This can 

range from 5 seconds to 60 seconds. 

4.5.3. User Intervention During the Powered-On (Dwell Time) State 

Many categories of PDôs will not automatically enter minimum and maximum 

power draw conditions without certain intervention.  Such intervention may 

involve combinations of interaction over the LAN and other external device 

manipulation. Examples include driving a security camera motor in freezing 

conditions and getting a wireless access point to maximum transmit power. 

 

If the goal is to capture such worst case PD loads during the PD Conformance 

Test, users can elect to configure a longer powered-on Dwell Time (up to 15 

minutes) and also to control when that Dwell Time window starts.  In Figure 

4.61, the Powered Phy Dwell Time is programmed to 120 seconds and the 

Prompt before start Dwell Time option is selected.   Given this configuration, 

the PD Conformance Test will run until the start of the powered-on phase, then 

issue a user prompt so the user controls the start of that two minute time 

window.   This then allows the user a two minute power-on time to intervene 

with the PD and configure various loading states. 

4.5.4. Ethernet Alliance Certification Testing 

In 2018, the Ethernet Alliance introduced a PoE Certification logo program.  The PDA-604, in 

combination with the 802.3at PD Conformance Test Suite has been certified to support 

comprehensive ñfirst partyò testing required for 802.3at ñGEN1ò PD logo certification.  The 

EA Cert Test option will establish fixed testing conditions and route test all results to a 

specialized report template in support of first party PD certification testing under the PoE logo certification program. 

  

Figure 4.61 Dwell Time Pause Mode 
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4.6. 802.3bt Conformance Test Suite Tab Menu 

Note!  The PD Conformance 802.3bt Test menu within the PDA Interactive requires that the PDA-604 instrument be 

enabled for the 802.3bt PD Conformance Test feature.   Type-3 and Type-4 PD testing with PoE LLDP further 

requires that the PDA-604 instrument be enabled for the LLDP Emulation for 802.3bt feature.  These options were 

introduced earlier in section 1.5. 

 

The IEEE 802.3bt PD Conformance Test Suite is an optional feature (see section 1.5) of the PDA-604 instrument that 

provides highly automated analysis of critical 

powered device parameters, many of which 

are essential to interoperability on all 

allowable network connections.   Using the 

802.3bt Test tab menu (see Figure 4.63), in 

just a few mouse clicks, comprehensive 

testing and reporting is performed with test 

results and associated limit analysis appearing 

automatically on a pop-up Excel spreadsheet1.    

 

The 802.3bt PD Conformance Test Suite 

including test parameters and associated 

reporting is the topic of section 6 of this 

manual. 

 

Important!   802.3bt PD conformance testing 

is not impacted by PSE Emulations 

established in the PSE/PD tab menu and 

displayed in the PSE dashboard.  Those 

settings will no longer be valid after 

conformance testing is run.  The PD 

discovered by Discover PD will be shown in 

the Declarations sub-menu and should match 

the PD dashboard class and signature type. 

 

The 802.3bt Test tab menu is organized with 

sub-menus for Declarations, Passive Tests 

and Powered Tests.  Those are addressed 

below in sections 4.6.1, 4.5.2, and 4.6.3. 

 

A Test Cycles control (see Figure 4.63) allows all testing specified for a PD-under-test to be repeated from 1 to 10 

times.  This is useful to assure the repeatability and consistency of tested PD parameters as the PD goes through cycles 

of powering and power removal. 

 

Users may also enter DUT Info  ï this is a model number and/or a serial number that will appear in the header of each 

test report.  It can be arbitrary text.  As testing runs, information regarding the current state of the test sequence will 

appear in the Status field (see Figure 4.64) of the 802.3bt Test tab menu. 

 

The PD Conformance Test is initiated 

with the Start Test button. Once testing is 

started, the Stop Test button will activate 

and the sequence may be halted by 

pressing this button. Stopping the 

sequence will typically take several 

seconds and the test report will not 

automatically appear. The View Report button may be used at any time after testing is completed to open a report, 

using the data from the most recent test run in the raw data file pda600_bt_conf_test_data.csv.  Finally, the Exit button 

will terminate PDA Interactive. 

4.6.1. Declarations 

Before 802.3bt PD conformance testing is run, the test suite must be aware of the following PD traits:  

Signature Type, PD Class (both Alt A and Alt B if Dual signature), and whether or not the PD Supports Autoclass. 

The signature type and PD class were already determined by the Discover PD operation (see section 4.2.2).   Supports 

Autoclass (Yes or No) must be properly slecected for the PD-under-test before testing is run.  

1 Note!  Microsoft Excel 2007 or later must be separately installed and configured to allow spreadsheet macros to run. 

Figure 4.64 Test Sequence Status display 

Figure 4.63 802.3bt Test Tab Menu 
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4.6.2. Passive Tests Configuration 

Passive tests include measurements of detection signatures and classification signatures.   

They do not involve nor require application of power. 

 

802.3bt compliant PDôs are required to present signatures and receive power on each of 

four ñquadrantsò.   This was explained earlier in sections 2.3 and 2.4.   Regardless of the 

hardware design of a PD, to the outside world, the PD must be specification compliant in 

each of these quadrants, that is, ALT-A  MDI, ALT -A MDI -X, ALT-B MDI, and ALT-B 

MDI-X. 

 

Passive (and Powered) Tests can be configured to 

assess signatures on selected individual quadrants, e.g. Alt  A MDI -X + Alt B MDI , or 

on all four quadrants by selecting All Quadrants (see Figure 4.65).  When test 

sequencing includes more than one quadrant, test results will be presented on 

additional test report pages named by quadrant.  Userôs wanting to run only the 

powered tests can inhibit all passive tests by simply not selecting any quadrants in the 

Passive Tests menu (see Figure 4.66). 

 

During passive tests, all PDôs, whether Type-3 or Type-4, will be assessed using 5-

Event classification. 

 

4.6.3. Powered Tests Configuration 

The Powered Tests within the PDA Conformance Test Suite produce a series of parameters that are related to the PD 

both during initial power-up and then while operating under steady-state 

power1.  These parameters are discussed in section 6 of this manual. 

 

The Powered Tests sub-menu is shown in Figure 4.67.   Just like the 

Passive Tests sub-menu, users may select one or more quadrants over 

which the powered tests will be run.   If no quadrants are selected, then 

powered tests will not be run at all (see Figure 4.68).    

 

For many PDôs, executing the powered tests in multiple quadrants will 

take considerably longer and may only produce marginally higher defect 

coverage, provided that all four quadrants are selected and tested in the 

Passive Tests menu. 

Users interested in testing 

parameter repeatability 

may choose to test 

multiple quadrants as a ñhigher coverageò alternative to selecting 

multiple Test Cycles. 

 

There are multiple levels of test coverage provided in the test suite.  

These levels may be independently selected or combined. The default 

selections for any given PD Class are chosen to include coverage for all 

possible 802.3bt power demotion cases, that is, PD response to PSEôs 

that cannot deliver the desired power to the PD-under-test. 

 

  For 4 Pair testing, the Type 3 alloc max 51.0W option is available to 

all instrument configurations and provides power-up and powered-on 

testing relevant to all Type-3 and Type-4 PDôs.  When testing Type-3, Class 1-6 PDôs (and Class 1D-4D dual signature 

PDôs), the Type 3 alloc max 51.0W option will assess PD power compliance to the PDôs advertised classification using 

4-pair powering.  When testing Type-4 PDôs,  the Type 3 alloc max 51.0W selection will present an important power 

demotion case restricting the PD to a maximum of 51 watts. 

 

The Type 4 alloc max 71.3W option is available to all instrument configurations, but is only enabled when the 

Declarations indicate a Single signature Class 7 or Class 8, or Dual Signature Class 5D PD.  When testing Type-4 

Class 7-8 PDôs (and Class 5D dual signature PDôs), the Type 4 alloc max 71.3W option will assess PD power 

compliance to the PDôs advertised classification using 4-pair powering.  The Type 4 alloc max 71.3W option is of no 

1 It should be noted that measurement of the maximum and minimum power demand of a PD may require user 

interventions with that PD and may also take considerable time to assess.  The PDA Conformance Test will accommodate 

such user interaction as described in section 4.6.4.  The Load Monitor  described in section 4.4 is a specialized facility for 

characterizing PD power demand behavior over long periods of time. 

 

Figure 4.65 Passive Tests 

Figure 4.66 No Passive Test 

Figure 4.67 Powered Tests configuration 

Figure 4.68 No Powered Tests 
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benefit when testing Class 1-6 PDôs as all of the requirements for those PDôs are covered by the Type 3 alloc max 

51.0W option and the 2-Pair options described below. 

 

The LLDP  option is applicable for all Type-3 and Type-4 PDs, but is available only on instruments enabled for the 

LLDP -bt feature. When LLDP is selected, additional testing is performed to assess the PD compliance to 802.3bt 

LLDP protocols and power request/power granting interactions between PD and PSE.  The 802.3bt standard requires all 

Class 4 and above PDôs to support LLDP power negotiation protocol. 

 

The 2 Pair testing selections allow the PD under test to be further assessed for 802.3bt specified power demotion 

behaviors. The 1 Ev alloca max 13.0W setting applies power only on the selected pairset, either Alt A or Alt B, and 

then furnishes 1-Event Classification thus restricting the PD to 13W maximum power draw.  The PDA emulates an 

802.3at Type-1 PSE during this testing.  The 2 Ev alloca max 25.5W selection applies power on the same selected 

pairset and then furnishes 2-Event Classification thus restricting the PD to 25.5W maximum power draw.  The PDA 

emulates an 802.3bt Type-3 2-Pair PSE during this testing. 

 

All Class 4 (or dual Class 3D) and above PDôs should be examined using the 1 Ev alloca max 13.0W selection and all 

Class 5 (or dual Class 4D) and above PDôs should be examined using the The 2 Ev alloca max 25.5W selection.  These 

test cases verify that the PD would behave correctly if connected to a Type-1 and a Type-3 2-Pair PSE.  The PD is not 

expected to operate successfully if insufficient power is granted, but is required by the specification to provide an 

indication that it is under powered (see 802.3 clause 145.3.6). 

 

The Powered Tests sub-menu provides the ability for the user to specify the port voltage to be applied to the PD.  The 

default strategy with PD input voltages is to furnish PHY min Vport  to the PD when it is drawing its maximum power 

as this will likely produce maximum possible PD power draw.  Because it is also desirable to expose the PD to 

maximum possible input voltages, power-demoted testing will by default involve at least one case where PHY max 

Vport  is applied to the PD.  For example, a Type-4 PD would be tested at PHY min Vport  during Type-4 4-pair and 

Type-3 2-pair testing and at PHY max Vport  during Type-3 4-pair and Type-1 2-pair testing. 

 

Important!    Many parameters such as the various PD power demand and on/off voltage thresholds should be assessed 

at voltage extremes meaning that the PD Conformance Test Suite should at a minimum be executed using both 

minimum and maximum expected port voltages. Type-3 PDôs are expected to operate in the voltage range from 39.9 

VDC (class 3) to 57 VDC while Type-4 PDôs are expected to operate in the range from 41.1 (Class 8) VDC to 57 VDC. 

Different VPort_PD-2P min values are defined for each class ï refer to Section 2.1 (Minimum Input Voltage at the PD) for 

further information.  Actual PD input voltage may be 0.5V to 1.25V below the values displayed in PHY min Vport  and 

PHY max Vport  settings. 

 

Dwell Time (see Figure 4.67) configures the amount of time over which the various PD Conformance Tests will assess 

powered on parameters of a PD.  PDôs can take many seconds or even minutes to achieve a steady state operating mode 

following power-up.  Measurements such as minimum and maximum power demand are performed over the Dwell 

Time window.  Users can direct the testing to pause prior to the Dwell Time window as described in section 4.6.4 

below. 

 

The Powered Phy dwell time is the time during the Type 3 alloc max 51.0W and/or Type 4 alloc max 71.3W test 

conditions over which power demand and MPS parameters are measured.  This can range from a minimum of 5 seconds 

to a maximum of 900 seconds.   For PDôs that need to be assessed over a longer period of time, the Load Monitor  (see 

section 4.4) should be utilized. 

 

The Powered LLDP dwell time is the time following a 1-Event power-up over which LLDP protocol, power demand, 

and MPS parameters are measured.   This can range from a minimum of 60 seconds to a maximum of 900 seconds.   

For PDôs that required a longer powered-on time, the Load Monitor  (see section 4.4) should be utilized. 

 

The Power Demoted dwell time is the duration for monitoring PD power draw in all possible power demotion test 

cases.   This would include 1 Ev alloca max 13.0W, 2 Ev alloca max 25.5W, and Type 3 alloc max 51.0W test for a 

Type 4 PD.  This can range from a minimum of 5 seconds to a maximum of 900 seconds. 

 

Finally, the Unpowered dwell time is the minimum time that passes between successive power-ups while running 

powered tests.   As each test sequence does involve multiple power-ups and power-downs of the PD, this dwell time 

will allow for PD discharging and any other PD ñresetò activities to complete before a following power-up.   This can 

range from 5 seconds to 60 seconds. 
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4.6.4. User Intervention During the Powered-On (Dwell Time) State 

Many categories of PDôs will not automatically enter minimum and maximum power draw conditions without special 

interventions.  Such interventions may involve combinations of 

interaction over the LAN and other external device 

interventions.   Examples include driving a security camera 

motor in freezing conditions or getting a wireless access point 

into highest possible power utilization. 

 

If the goal is to capture such worst case PD loads during the PD 

Conformance Test, users can elect to configure a longer 

powered-on Dwell Time (up to 15 minutes) and also to control 

when that Dwell Time window starts.  In Figure 4.69, the 

Powered Phy Dwell Time is programmed to 120 seconds and 

the Prompt before start Dwell Time option is selected.   

Given this configuration, the PD Conformance Test will run 

until the start of the powered-on phase, then issue a user prompt 

so the user controls the start of that two minute time window.   

This then allows the user a two minute power-on time to 

intervene with the PD and configure various loading states.  

Figure 4.69 Dwell Time Pause Mode 
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Figure 4.72  802.3bt LLDP Power-Up Protocol Trace (specification compliant)       

4.7. LLDP Trace Tab Menu 

Note!  PD testing of PoE LLDP (or DLL) behavior requires that the PDA-604 instrument be enabled for the LLDP 

Emulation for 802.3at feature and, if testing 802.3bt PDôs, the LLDP Emulation for 802.3bt feature.  Additionally, 

the Type-3/4 feature option is required to test 802.3bt PDôs drawing more than 25.5 watts.  These optional features 

were introduced earlier in section 1.5. 

 

The primary purpose of the LLDP  Trace Tab Menu is to enable examination of powered device PoE link layer 

discovery protocol (LLDP) behaviors including the responses to a range of possible PoE LLDP behaviors on the PSE 

side of the link.  PoE LLDP was explained earlier in section 2.10. 

 

The PDA-604 can emulate the functionality of an endpoint PSE that uses LLDP interactions with Type-2, Type-3, and 

Type-4 PDs for power management.   This means that while the PD-under-test is connected to the PD port and is 

powered, it can be conducting link-level communications with an emulated PSE while also processing traffic to and 

from the PDA-604 LAN port.  The link layer (LLDP) communications are only performed on the PD port, not on the 

LAN  port.  At the physical layer, the PD port can be configured to auto-negotiate 10/100/1000Base-T, or alternatively 

can be configured to auto-negotiate to a user-selected link configuration. 

 

The fundamental analysis mechanism for LLDP behaviors is the protocol trace.  Protocol traces capture PoE LLDP 

messages exchanged between an emulated PSE and the PD-under-test.  Traces indicate message source/destination and 

message timing as well as 

message contents. Figure 

4.71 provides an example of 

an LLDP protocol trace 

report involving a Type-2 

(Class 4) PD, and Figure 

4.72 provides an example of 

an LLDP protocol trace 

report involving a Type-3 

Class 6 PD. 

 

All Type-2, all Class 4 and 

above Type-3, and all Type-4 

PDôs are required by the IEEE 802.3 standard to support the use of PoE LLDP for purposes of authorizing (or granting) 

power beyond 13 watts and for ongoing PSE power management needs. PDôs requiring above 13W that do not provide 

PoE LLDP support are not 802.3 compliant and may fail to receive full power from PSEôs that utilize PoE LLDP for 

power management purposes. 

 

Differing spreadsheet report versions are presented according to the version of the Power via MDI TLV protocol. 

Figure 4.71 shows the standard report for the 802.3at (12-octet) protocol while Figure 4.72 shows the standard report 

for the 802.3bt (29-octet) protocol. 

 

 

 

 

 

 

 

 

 

 

 

  

Figure 4.71 802.3at LLDP Power-Up Protocol Trace (specification compliant)  
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The LLDP Trace tab menu is shown in Figure 4.73.  It consists of two sub-menus: 
 

1.  A PSE Configuration menu for 

describing emulated PSE behaviors. 

2.  A Control  menu for managing 

protocol traces. 

4.7.1. PSE Emulation Configuration 

Important!   The PSE Configuration  

sub-menu included in the LLDP Trace tab 

menu is mostly independent of the PSE 

Emulation configured in the PSE/PD tab 

menu. The only PSE Emulation settings 

utilized for LLDP traces are the powered 

Pairs and Polarity  (see section 4.2.1).  

Settings performed in the LLDP Trace 

tab menu will have no effect on settings in 

any other tab menus and no effect on the 

PSE dashboard under the tab menu. 

 

The PSE Configuration will be 

constrained by the discovered PD 

indicated in the PD dashboard (see 

section 4.2.2).   The constraint is that the 

maximum selectable power allocation, 

Pwr Alloc (see Figure 4.73 and Figure 

4.74) will not exceed the maximum 

power allowed to the classification of the 

PD-under-test.  So for example, if the PD 

is a Class 5 PD, then LLDP power 

allocation is restricted to 40 watts or below.  
 

Important!   If a different PD is connected while the LLDP Trace tab is open, the PD classification should be re-

discovered using Discover PD in the PSE/PD tab menu. 

 

Note!  While the Discover PD operation has the ability to recognize and configure the LLDP Trace menu for Dual 

Signature PDôs that support PoE LLDP, the full functionality and integrity of PSE emulations and associated protocol 

traces has not been fully verified as of the PDA version 3.0 software release and, for this reason, the topic of Dual 

Signature PD analysis will not be addressed in the sections below. 

 

Within the PSE Configuration  sub-menu (see Figures 4.73 and 4.74), the PSE Type, the Class Events (at power-up), 

the PSE power allocation (Pwr Alloc), and the allocated grant behavior (Alloc Grant ) are settings that impact the 

LLDP message protocol and content from the emulated PSE.  The following table depicts the relationships between the 

emulated PSE Type (including powered pairs), the range of Class Events, the discovered PD classification, the 

maximum power allocation permitted in the Pwr Alloc entry, and the PoE LLDP protocol version utilized. 
 

Powering Mode PSE Type Class Events Discovered Class Maximum Allocation  LLDP Protocol  

2 Pair (Alt A or 

Alt B) 

 

See section 4.2.1 

 

Type-1 1-Event 0, 3, or 4 13.0 Watts 802.3at 

(12 Octet) 1 3.9 Watts 

2 6.5 Watts 

Type-2 1-Event or 

2-Events 

0 or 3 13.0 Watts 

1 3.9 Watts 

2 6.5 Watts 

4 25.5 Watts 

Type-3 1-Event or 

2-Events 

0 to 3 13.0 Watts 802.3bt 

(29 Octet) 4 25.5 Watts 

4 Pair 

 

See section 4.2.1 

 

Type-3 1-Event to 

4-Events 

0 or 3 13.0 Watts 

1 3.9 Watts 

2 6.5 Watts 

4 25.5 Watts 

5 40.0 Watts 

6 51.0 Watts 

Figure 4.73 LLDP Trace Tab Menu   
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Powering Mode PSE Type Class Events Discovered Class Maximum Allocation  LLDP Protocol  

4 Pair 

 

See section 4.2.1 

 

Type-4 1-Event to 

5-Events 

0 or 3 13.0 Watts 802.3bt 

(29 Octet) 1 3.9 Watts 

2 6.5 Watts 

4 25.5 Watts 

5 40.0 Watts 

6 51.0 Watts 

7 62.0 Watts 

8 71.3 Watts 

 

While Type-1 PSEôs that support PoE LLDP are rare, Type-2 PDôs are restricted from requesting power levels above 

13W from a Type-1 PSE, so Type-2 PDôs should be evaluated with both Type-1 and Type-2 PSE emulations.   

Similarly, all Type-3 and Type-4 PDôs should be evaluated under various power demotion cases including a Type-3 

PSE that performs 1-Event classification, therefore offering a maximum power allocation of 13 watts and also a Type-2 

PSE that utilizes 802.3at LLDP protocol. 

 

The Pwr Alloc setting (see Figures 4.74 and 4.75) defines the maximum power the emulated PSE will allocate to the 

PD-under-test. If a PD requests more than this amount of power, the request will be denied, that is, it will be 

acknowledged, but not allocated (or granted).  This setting can be used to model PSE ports that under power 

management may have limited power availability.  Normally, for an unconstrained Type-2 PSE port, this setting would 

be 25.5W to a Class 4 PD (see Figure 4.74).   Similarly, for an unconstrained Type-3 PSE port, this setting would be up 

to 51.0 watts given a Class 6 or higher PD (see Figure 4.75) and for a Type-4 PSE port, this setting would be up to 71.3 

watts for a Class 8 PD. 

 

PSEôs that have restrictions on power available are modeled by setting Pwr Alloc to 

any value below the maximum permitted based on PSE Type and Discovered (PD) 

Class.   The Pwr Alloc  button enables the PSE allocated power to be altered during a 

protocol trace ï this is applicable to Power Adj Traces discussed in section 4.7.2. 
 

Important!   The PDA-600 instrument will not actually constrain the power drawn by 

the PD-under-test, even if the PD overdraws its allocated power during an LLDP 

protocol trace.   Testing of PD compliance to PD requests and PSE power allocations 

is done using the Load Monitor , which is the subject of section 4.4. 

 

The Class Events and Alloc Grant  settings (see Figures 4.74 and 4.75) work with 

the Pwr Alloc setting to affect the initial and final allocated power levels from the 

emulated PSE.  If any PSE performs a single class 

event at power-up, the initial max power allocation 

wil l be 13.0 watts to the PD.   If a Type-2, Type-3, 

or Type-4 PSE performs 2-Event classification at 

power-up (see Figure 4.75), the initial power allocation will be 25.5 watts to the PD.   

 

The Alloc Grant control offers two options for the maximum power grant the PD will 

receive during the LLDP transactions.  Most PSEôs that use LLDP for power 

management will issue a power grant that exactly matches the PD requested power 

level.  Selecting Request will cause the LLDP emulation to produce that outcome.   

 

Alloc Grant  can also be set to Max whereupon the power grant from the PSE to the 

PD will be the user-entered (maximum) allocation in the Pwr Alloc entry box.  This 

would be a less typical PSE behavior. 

 

 

 

  

Figure 4.74 802.3at PSE 
Configuration   

Figure 4.75 802.3bt PSE 
Configuration   
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The following table provides several examples of the interactions between Class Events, Alloc Grant , Pwr Alloc, and 

LLDP  behavior.  Note that Pwr Alloc may have been restricted by Discovered Class as explained above.   

 

Class Events Alloc Grant  Pwr Alloc Initial Allocation  PD Request Final Allocation 

1 Request 25.5 watts 13 watts 21.3 watts 21.3 watts 

Max 25.5 watts 13 watts 21.3 watts 25.5 watts 

Request 13.0 watts 13 watts 21.3 watts 13.0 watts 

2 Request 25.5 watts 25.5 watts 21.3 watts 21.3 watts 

Max 18.5 watts 25.5 watts 16.9 watts 18.5 watts 

3 Request 51.0 watts 25.5 watts 48.5 watts 48.5 watts 

Max 51.0 watts 25.5 watts 48.5 watts 51.0 watts 

4 Request 51.0 watts 51.0 watts 48.5 watts 48.5 watts 

Max 51.0 watts 51.0 watts 48.5 watts 51.0 watts 

Request 40.0 watts 40.0 watts  (Class 5) 38.2 watts 38.2 watts 

5 Request 71.3 watts 71.3 watts 68.4 watts 68.4 watts 

Max 71.3 watts 71.3 watts 68.4 watts 71.3 watts 

Request 62.0 watts 62.0 watts (Class 7) 57.6 watts 57.6 watts 

 

The Trace Length setting simply determines the length in time of an LLDP protocol trace.  The trace starts when the 

PD is linked to the PDA-600 instrument and message transmission is initiated. The setting can range from a minimum 

of 15 seconds to a maximum of 600 seconds.    
 

As many PDôs will require considerable time (e.g. 10ôs of seconds or perhaps over 1 minute) in order to establish link 

and begin packet transmissions following a power-up, Trace Length must be selected to be sufficiently long enough to 

allow for this when doing Power Up Traces.   Also, the pace of PD PoE LLDP messaging may be quite slow, perhaps 

slower than one message every 30 seconds, so Trace Length must allow for this as well. 

 

Emulated PSE LLDP message transmission is affected by the Tx Period and Resp Delay configurations (see Figures 

4.74 and 4.75).  Tx Period represents the ordinary time period over which PSE PoE LLDP messages are transmitted 

from the emulated PSE to a PD.   This can be configured between 1 second and 30 seconds in 1 second increments.  

When the PDA-600 is providing power to the PD-under-test and after the PD-under-test has linked up to the PD test 

port, the PD-under-test will receive at least one PoE LLDP message from the PSE every Tx Period. 

 

The Response Delay is used to simulate the time it takes for emulated PSE power management to respond to a new or 

different power request from a PD.  PSEôs are required to acknowledge a revised power request from a PD within 10 

seconds of message receipt.   Using this control, users can configure the PSE to delay between 1 second and 20 seconds 

before transmitting a PoE LLDP message that acknowledges, and perhaps, grants, a new power request.   By ranging to 

20 seconds, users can evaluate any PD reaction to a slow acknowledgement from a PSE.    

 

The emulated PSE will transmit responses to power request changes as ñadditionalò messages that may be occur 

between regularly transmitted messages every Tx Period.   So as an example, if Tx Period is 8 seconds and Response 

Delay is 10 seconds (see Figure 4.74), then a PD change of power request will not be acknowledged on the next PSE 

LLDP message instead will occur on a PSE LLDP message at 10 seconds 

after the PD new request. 

  

There are three additional settings that affect the LLDP protocol generated by 

the emulated PD.  These settings are accessed by pressing the Other Settings 

button (see Figures 4.74 and 4.75) that opens the dialog shown in Figure 

4.76. Typically, these settings will have little or no effect on PD LLDP 

protocol behavior. 

 

The Power Source conveys whether the PSE is operating from Primary  

power source, a Backup power source, or an Unknown power source.   This 

information is unlikely to have much effect on PD behaviors.  The Priority  

describes the assigned importance or priority PSE power management uses in powering a PD connected a particular 

port.   The options are Low, High, or Critical.  Multiport PSEôs that distribute a limited power resource to many PDôs 

will pay attention to these settings in a PSE and may choose to remove power from or possibly throttle power available 

to a lower priority port.   As with Power Source, this information is not particularly meaningful to many PDôs and may 

not in any way influence PD behaviors. 

 

TTL stands for ñtime-to-liveò and provides indication from the PSE to the PD representing time duration for the 

validity of message contents.   In theory, if a PSE grants a requested power level to a PD, the grant may be considered 

invalid after TTL  time unless another message comes along from the PSE before the TTL  expiration.  In practice, PSE 

Figure 4.76 Other LLDP Settings   
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messaging will typically be much more frequently spaced than TTL  time frames and itôs not clear that a PD should in 

any way alter its behavior if a new PSE message failed to appear before TTL expiration.   Generally, TTL  should be 

configured to be larger than Tx Period. 

 

Note!  The Configuration  settings established on the LLDP Trace tab menu will not be preserved when the Load 

Monitor  (see section 4.4.1) is run with LLDP emulation. 
 

4.7.2. Initiating and Stopping Traces 

Within the Control  sub-menu (see Figure 4.77), the Power Up Trace button initiates a new protocol trace of Trace 

Length duration with the PDA starting from a state of DC source turned OFF.    

The DC source will be applied to the pairsets(s) (for example, Alt  A, MDI  or 4 Pair 

MDI -X+MDI ) presently defined in the PSE/PD tab menu PSE Emulation.  

 

While a protocol trace is running, the Results area will indicate both status and 

partial message content of the PoE LLDP protocol exchange (see Figure 4.78).  

This is updated in real time. 

 

While a trace is running the Stop Trace control (see Figure 4.77) will activate and 

if pressed, will cause the protocol trace to stop.  This will  typically take a few 

seconds to complete.  

 

When a Power Up Trace is run, an option exists to leave the 

PD powered with active LLDP protocol after the trace 

completes.  Selecting the Keep Power ON check button (see 

Figure 4.77) prior to initiating the Power Up Trace will 

have this effect.   When the trace completes, the PD will still 

be powered, the Power Adj Trace button will be activated, 

and the Keep Power ON check button will be renamed to 

Uncheck to Power OFF (see Figure 4.79). 

 

Power adjust traces start from a state where the PSE is 

furnishing power to a PD and has performed some form of 

initial power negotiation and power granting.  PSE LLDP 

emulation is governed by the PSE Configuration  settings 

and the Pwr Alloc button within that sub-menu may be used 

at any time to alter the PSE power allocation to the PD.    

 

In an 802.3at example, if a PSE decides to ñthrottle backò 

Type-2 power to Type-1 levels on a particular port, the 

Power Adj Trace is first 

initiated, then the Pwr 

Alloc value is changed to 13 watts and the Pwr Alloc button is pressed.   The PD 

will then receive messaging indicating a revised PSE allocation level of 13W and the 

PD will be expected to acknowledge this revised power level.  In theory, if the PD 

desires to stay powered, then it must also produce at least one LLDP message back 

to the PSE where it reduces its requested power to that same 13W (note that the 

802.3 standard does not explicitly specify a PD behavior when the allocated power is 

reduced; the behavior is implied). 

 

In an 802.3bt example, a Type-3 PSE that granted a PD request of 48.5 watts might 

choose to rescind that power grant and lower it to a 13 watt or 25.5 watt level.  

Again, the PD would be required to acknowledge (or ñechoò) that new allocation and then it might possibly indicate, 

using a revised power request, that it could comply to the new allocation. 

 

Successive Pwr Adj Traces may be run with changes in power allocation during those traces, so long as the Uncheck 

to Power OFF check box remains checked (see Figure 4.79).   When the Uncheck to Power OFF check box is 

unchecked, power to the PD will be removed immediately. 

Figure 4.78 Protocol Trace Status & Results  

Figure 4.77 Trace Control in 
Unpowered State 

Figure 4.79  Trace Control in 
Powered State 
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4.7.3. Protocol Trace Analysis 

Once a protocol trace is completed, Stop 

Trace control will disable and if Keep 

Power ON was not selected, the PDA-600 

will remove power from the PD. 
 

At this point, a user can view details from the 

final packet received from a PD by pressing 

the View Pkts button (see Figure 4.80).   

When pressed, the Results field will include 

protocol detail regarding construction and 

content of that LLDP packet.  This is 

valuable for observing low level detail where 

packets convey some unexpected value. 

 

The View Report button opens a standard 

LLDP Protocol Trace report appropriate for 

the specific protocol being used (the 802.3at 

or 802.3bt Power via MDI TLV).  The report 

is an Excel spreadsheet1 that performs 

extensive analysis of the captured protocol 

and flags various different types of protocol 

values and timing violations. Examples of 

specification compliant protocol sequences 

are provided above in Figures 4.71 and 4.72. 

 

Figures 4.81 - 4.85 provide examples of LLDP traces with one or more PD protocol violations. 
 

In Figure 4.81, the PD requests Type-2 power of 24.2 watts at 7 seconds and is granted 24.2 watts by the PSE at 16 

seconds.   However, at 35 seconds, or 13 seconds after the PSE allocated the requested power level, the PD fails to 

acknowledge that allocation. IEEE 802.3 requires that PDôs echo the PSE allocation changes within 10 seconds. 

 

In Figure 4.82, the PD is a Type-2 PD requesting 18.5 watts, however the reported PD class is ñ0ò.   This should be a 

class 4 PD in order to request 18.5 watts.   Also, the PD is requesting 18.5 watts, or Type-2 power, before receiving a 

first LLDP message from the PSE.   Given that the PSE has not yet informed the PD that it is Type-2 capable, the PD is 

not allowed to be asking for more than Type-1 power, or 13 watts.   These are both protocol failures.  The PD is also 

indicating an UNKNOWN priority ï this is just a warning provided in case the PD designer intended to specify 

something different.  It is not a protocol violation. 

1 Note!  Microsoft Excel 2007 or later must be separately installed and configured to allow spreadsheet macros to run. 

Figure 4.81 Power-Up Trace: PD fails to acknowledge PSE Allocation within 10 seconds 

Figure 4.82 Power-Up Trace:  PD Fails for wrong PD Class & requesting Type-2 before PSE message. 

Figure 4.80 View of most recent packet received from PD 
































































































































































































